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ABSTRACT

Energy consumption of buildings represents roughly 40% of the
overall energy consumption. Most of the national agendas include
rigorous measures aimed at reducing the energy consumption and,
thereby, the carbon footprint. Timely and accurate Fault Detection
and Diagnosis (FDD) in Building Management Systems (BMS)
have the potential to reduce energy consumption cost by
approximately 15-30%. Most FDD methods are data-based,
meaning that their performance is tightly linked to the quality and
availability of relevant data about faults and related events. Based
on our experience, such data is very sparse and inadequate, mostly
because of the difficulty and lack of incentive to collect such data
in a structured manner. In this article we introduce the idea of
using crowdsourcing to support FDD-related data collection, and
illustrate the concept through a mobile application that has been
implemented for this purpose. Furthermore, we describe our
experience from using the mobile application in a university
building and propose a strategy of how to successfully deploy the
application in new buildings.

CCS Concepts

• Artificial intelligence ➝ Knowledge representation and
reasoning ➝ Causal reasoning and diagnostics • World Wide
Web ➝Web applications ➝ Crowdsourcing • Power and
energy ➝Energy distribution ➝Energy metering.

Keywords

Crowdsourcing; energy performance; buildings; fault detection
and diagnosis, data collection; occupants.
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1. INTRODUCTION

Intense weather, rising sea levels and fossil fuels running out at
some point in the future have increased the importance of
reduction of greenhouse gas emissions and lowering the
dependence on fossil fuels. The European Union has set a goal to
reduce its CO2 emissions by 40% in 2030, relative to what it was
in 1990. Energy consumption of buildings is a significant share of
the total energy consumption. In fact, between 30% and 40% of
the total energy consumption stems from heating, ventilation, air
conditioning (HVAC) and lighting for buildings. Retrofitting
buildings with newer materials is the traditional way of lowering
energy consumption of buildings, but in recent years an additional
option has come forth. Using internet- and communications
technologies (ICT) to make buildings ’smart’, has been shown to
be a viable way of lowering energy consumption of buildings [1].
This is often achieved by utilizing automation of certain systems
in the building, such as HVAC and lighting. However, these
improvements also come at a price. New components installed
within buildings increase complexity and bring new and,
typically, increased vulnerability to faults and misconfigurations
that often result in increased energy consumption and reduced
occupants’ comfort.
Fault detection and diagnosis of smart buildings is a critical
component to improving their energy performance [2]. Existing
studies suggest that the estimated saving potential is 15-30% of
the energy-related cost. This potential has been an excellent
motivation to a significant amount of research in this area. The
existing FDD methods can be classified into: model-based, databased and hybrid methods that combine the former two. Modeldriven FDD methods for buildings are based on sound physical
models that accurately describe and quantify relations of control
and output parameters of subsystems [3]. Data-driven diagnosis
methods typically deploy machine learning algorithms and derive
relationships and predictive models based on historical and
ongoing data collection [4; 5]. Hybrid methods contain elements
from both model-driven and data-driven methods [6; 7].
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This article introduces the use of crowdsourcing for FDD in
buildings, and an implementation of the concept in form of a
mobile application, termed RoomFixr. The mobile application
enables occupants to provide feedback on their comfort levels and
report faults that may occur in a building. The goal of collecting
this data is to both improve communication with occupants, as
well as support FDD processes, as illustrated in Figure 1.
Occupants’ feedback can be utilized to increase general occupant
comfort and energy consumption efficiency by supplementing the
sensed and metered data. Our case study building, as detailed in
Section 3, is a university campus building. This implies that the
majority of our target demographics are students and most of them
also own a smartphone. Furthermore, a mobile application enables
occupants to report faults quickly and on the spot. Reporting a
fault should require minimal effort, as occupants would otherwise

Figure 1: The idea behind the crowdsourcing
application for data relevant to FDD
be unwilling to spend time and effort doing it.
The paper is structured as follows. In Section 2 we review the
challenges associated with FDD data collection processes and
provide basic knowledge of the concept of crowdsourcing.
Further, in Section 3 we describe our approach of utilizing
crowdsourcing for FDD data collection and detail the
implemented mobile application. In Section 4 we discuss potential
enhancements of our application that aim to improve its
deployment and its usefulness. Further, in Section 5 we provide
discussion of the approach, and finally, in Section 6 we conclude
our paper.

2. DATA COLLECTION FOR FDD

In the following we provide a brief overview of FDD in smart
buildings, followed by a summary of existing challenges in the
data collection processes for FDD purposes. Furthermore, we
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discuss the state-of-the-art of crowdsourcing as a new and
promising technology.

2.1 FDD in Smart Buildings

As demonstrated by Lazarova-Molnar et al. [8], faults in buildings
can be very costly in terms of energy consumption, depending on
the type of fault. Some of the most energy consuming faults
identified were related to HVAC and lighting. There are a number
of different FDD approaches. They can be model-driven, that are
based in physical models, where relations are strictly
quantitatively described. They can also be data-driven, which
typically utilize machine-learning algorithms. The two approaches
can also be combined, yielding what is termed as hybrid FDD
methods.
Some issues and limitations of the current automated data-driven
FDD in buildings are reported as follows. First of all, not enough
historical data is available to make the data-driven machine
learning approaches accurate, also in terms of fault prediction. A
new dimension can be added to the collected sensor-data from the
Building Management System (BMS), by also taking into account
feedback from buildings’ occupants. The collection of occupant
comfort feedback can be significantly supported by the new
technologies such as smartphones, smart watches, and other
mobile devices. A problem with this kind of data collection
directly from users is that it is intrusive, as it requires some effort
on the part of the user for sending the data. Minimizing this
intrusiveness, or somehow making the advantages of submitting
data to outweigh the annoyance of spending time and effort doing
it, should help in this process. In the following we report more
thoroughly on the challenges associated with the data collection
for purposes of FDD in smart buildings.
One example of an FDD-related scenario that illustrates the
significance of obtaining occupants’ data is malfunctioning
sensors, such as a malfunctioning temperature sensor that, for
instance, reports a temperature that is lower than the actual
temperature. This would result in the building’s HVAC-system to
incorrectly heat the room and, as such, would probably lower the
occupant comfort levels and the building’s energy efficiency.
Here, the system cannot trust the data from its sensors, but by
receiving occupants’ data it could determine that by heating the
room, the occupant’s comfort levels have decreased, and, further
extrapolate that the sensor might be faulty or misplaced.

2.2 Challenges in the Data Collection for FDD

As previously explained, data collection for FDD represents a
challenge, as the most relevant data (event logs) is also the most
challenging to obtain. The main problem is that this kind of data
cannot be collected in a non-intrusive fashion, and it is very rarely
kept track of. Lazarova-Molnar et al. in [2] thoroughly describe
this problem and identify the main challenges, as the following:
•

Availability of detailed and structured logs for every
historical event, and

•

Logging of changes in hardware/ configuration/ calibration
along with immediate meta-data updates, as especially
important for diagnosing misconfigurations.

In this work the authors also identify the main FDD-relevant data
streams, and the corresponding challenges, as detailed in Table 1.
The main FDD-related data streams have been identified as
follows:
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Table 1: Relevant data streams for FDD of buildings and related challenges [2]

Challenges

Data
Stream

Metered Data
- availability and
collection of metadata
- tagging of data

User Feedback

Metered Data,

2)

User Feedback,

3)

Expert Knowledge,

4)

Event Log, and

5)

Implicit Data.

Implicit Data

- intrusive

- intrusive

- easily available

- inconsistent

- could be
subjective

- difficult to
determine how to
describe events

- accessibility and
privacy issues

- subjective

- difficult to
formalize

As detailed in this work, both occupant feedback and event
logging can hugely impact the accuracy of the data-based FDD
approaches, and both of them are obtained in an intrusive manner.
To account for the lack of these streams of data, we decided to
build an application that to a major extent targets both of these
streams. Namely, building occupants and their percepts are
utilized to collect data on both occupant comfort, as well as
obvious faults in the building (ventilation, lighting, etc.). The goal
is to utilize this data to obtain insights and derive meaningful
rules about the faulty behavior of BMS, including its
configuration, control or building instrumentation.
Attempts at collecting user comfort feedback have already been
made. One such attempt is ZonePAC by Balaji et al. [9].
ZonePAC is a system for controlling an HVAC system and
crowdsource user comfort feedback via a web interface. Users
could report their comfort levels depending on the temperature.
The study showed that making users provide feedback about their
HVAC comfort levels can motivate them to save energy, which in
our case would be an added benefit. Another attempt at saving
energy by using occupant comfort feedback to control an HVACsystem is by Purdon et al. by using smartphones [10]. This study
showed that such an adaptive data-driven HVAC-system is able to
save energy, compared to when it is model-driven. In the
following we review the concept of crowdsourcing and its
potential in obtaining relevant data.

2.3

Event Log

- intrusive

- calibrating of
sensors and meters

1)

Expert Knowledge

Crowdsourcing for Data Collection

Using the power of the crowd to get jobs done is termed
crowdsourcing [11]. Usually, participants in crowdsourcing are
rewarded in some way. An example is the cash-incentive of the
Amazon Mechanical Turk crowdsourcing platform [12]. Much
work has already been done on this subject in recent years,
especially since mobile devices with sensors have become widely
available.

crowdsourcing is comprised of four parts. First of all, there is the
crowd, who are the ones performing the crowdsourced activity.
Secondly, there is the crowdsourcer, who has made the
crowdsourced activity available to the crowd. And finally the
crowdsourcing task, that is the activity performed by the crowd,
and the crowdsourcing platform wherein the task is actually
distributed to the crowd, then performed and lastly sent back to
the crowdsourcer. Using some of the reference model resulting
from their analysis, some of the system requirements can be
derived later on. The crowd often has some degree of diversity
among the individuals within, on several different fronts. This can
for example be the age, gender, location and background, and also
the degree of expertise on the crowdsourced task. Something else
to consider is the anonymity or unknown-ness of the participants.
This is both in relation to the participants not knowing the
crowdsourcer, and also to an individual in the crowd not knowing
other participants. The crowd also suits the given task to a certain
degree, for example when certain abilities are present, when
individuals in the crowd have volunteered for the task, or when
the crowd is motivated to perform the task [14]. A motivation of a
crowd is found to be either intrinsic or extrinsic in its nature.
Extrinsic motivations are motivations that come from the
crowdsourcer, namely some kind of incentives, of which many
different kinds exist. On the other hand, intrinsic motivations
come from within each individual in the crowd.
Examples of intrinsic motivations are mental satisfaction with the
performed task, and also love of the community wherein the
crowdsourced task is done. The intrinsic motivations were often
found to be stronger than the extrinsic ones.
Crowdsourcing has also been applied in a mobile context by
distributing application to the crowd. The applications then enable
users to tag information in the app or use the mobile phones
sensors or camera to collect data about the environment around
them. An example is to use mobile location data to gather data
about the movement of the crowd at large city events [15; 16] or
distribute an application to youngsters in a neighborhood to
gather about their views and opinions about the surroundings
[15]. Blunck et al. [16] discuss the challenges of gathering data
while addressing biases including demographics and technical
differences among mobile platforms and devices.

Hosseini et al. [13] have analyzed a significant amount of the
research on crowdsourcing from recent years, and have come forth
with taxonomy on the subject. According to this analysis,
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3. CROWDSOURCING MOBILE APP TO
SUPPORT DATA COLLECTION FOR FDD

Crowdsourcing has been successfully utilized for various data
collection missions [17-19]. Therefore, additional crowdsourced
input would be highly valuable to the data-based FDD approaches
for smart buildings. In the following we detail the mobile
application (termed RoomFixr) that we built to support these data
collection processes. Automation of certain tasks, such as
determining the location, can be used to reduce the effort required
to report a problem. To facilitate indoor positioning a number of
iBeacons have been installed in the case study building [20; 21].
These can be used for implementing an indoor positioning system,
which can be serve as the component determining the location
automatically for the occupant.
Our case study building, Building 44, also known as OU44, at
The University of Southern Denmark (SDU) is a newly built smart
building. OU44 consists primarily of lecture rooms, offices and
study zones. Furthermore, the building is equipped with a range of
sensors, which are used to control parts of the building, such as
curtains, windows, lights, heating and ventilation. Fault Detection
and Diagnostics (FDD) can be used to detect faults in such
buildings. FDD in buildings can be data-driven, meaning that data
collected, for example from the sensors within the building, is
used for performing the detection and diagnostics. One of the
challenges for data-driven FDD in buildings can be the lack of
historical data available [2], and this is especially the case for
newly built buildings like OU44. The data from the OU44’s range
of sensors is already being used for FDD, and as of now, there is
no event logging in place. This represents a significant challenge
for diagnosing, and has formed the motivation to design and
develop the RoomFixr mobile application.
Our application, RoomFixr, aims to provide a means for
occupants to supply feedback on their comfort levels and report
faults that may occur in the building. Here, handling submissions
of false reports from occupants is also part of the concerns that
need addressing. In the future, this occupant feedback can be used
to increase general occupant comfort and energy consumption
efficiency by supplementing sensor data. That is however out of
the scope for this application.
A mobile application that counts on user input has to exhibit a
high level of usability. Minimal effort should be required to report
faults, as otherwise occupants could be unwilling to spend time
and effort doing it. Automation of certain tasks, such as
determining location, is used to reduce the effort required. A
number of iBeacons have also been installed into the building.
These can be used for implementing an indoor positioning system,
which can serve to determine the location automatically for the
occupant. To test the user-friendliness of the application, a
usability study has been performed, where the occupants
themselves were given the opportunity to provide feedback. We
provide the results of this study in Section 4.

3.1 Types of Complaint Reports

The crowdsourcing application targets occupants and allows them
to report the following concerns:
•

Too hot and too cold, when the temperature in the room is
higher or lower than expected, it could signal a fault in the
temperature sensor or ventilation valve,
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•

No power, when there is no power in the room, it could
signal a number of different faults, such as a software fault as
power in rooms is run by a schedule,

•

Bad air, when the quality of the air feels inadequate, it could
signal a faulty CO2 sensor,

•

Too dark or too bright, when there is insufficient/too much
light in the room, it could be a signal that a lux sensor is
faulty or a fault in the shades actuator,

•

Open window, which could explain abnormal energy
consumption if it is during a cold season,

•

Noise, that can explain also some abnormal sensor data, and

•

Other, which is a category for more complex unspecified
faults.

Occupants can supplement their reports with text and images if
they feel it is necessary. There is also an administrator side that
controls the reporting. In the following we explain in more detail
how these functions work.

3.2 Application Description

The RoomFixr application has two operating modes, one mode
for building occupants and another mode for administrators.
Building occupants can report various issues related to BMS and
administrators can attend to these issues and arrange for their
resolution, as well as view various statistics about the reporting
behavior and occurrence of faults. The usability of the application
is of the utmost importance, and this is the reason for utilizing the
indoor positioning system, i.e. to enable occupants to report
problems with the minimal number of interactions with their
mobile devices.
To facilitate the usability of the crowdsourcing application, an
indoor positioning is utilized. This serves to easily locate
occupants and release them from the burden of specifying
location, which can often be very complicated. OU44 (our case
study building) is equipped with a series of iBeacons from
Kontakt.io and serve as a basis for determining an occupant’s
location within the building [20]. Each iBeacon is uniquely
identified by its UUID in combination with its major and minor
values. All iBeacons in OU44 have the same UUID but have
different major and minor values. In order to link each discovered
iBeacon when scanning, a JSON file containing every iBeacon in
OU44 along with their major, minor and location data is parsed
each time the app is started.
In Figure 2 the main reporting screen is shown. Here we can see
that basically in only two clicks a problem (fault) can be reported.
However, the application also allows for attaching an image to
verify or further detail the encountered fault. Besides the typical
complaint/fault categories, there is also a custom category “Other”
that allows for new and unforeseen types of problems to be
reported. Once a report is completed, it is immediately available
to all occupants to confirm or deny it, as shown in the last
screenshot in Figure 2.
The process of confirming or denying a report is illustrated in
Figure 3, and it represents a mechanism to control the false
reporting. A voting system based on majority-voting was
implemented to determine whether a specific report is trustworthy
or not. This enables the system and its admins to disregard reports
that have a particularly low vote-balance. It can also support
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Figure 2: The process of reporting a fault

Figure 3: The process of confirming/denying a fault, as a way to control false reporting.
future incentive models for rewarding loyal occupants. Occupants
have insight in all reported faults at any point in time. They are
also supplied with a map that illustrates all locations that have
associated reports, as shown in Figure 4.
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In Figure 5, the administrator mode of the application is shown
along with some of the statistics visualizations. The application
provides statistics on the number of faults per floor per category,
or per room per category, as well as various statistics for users on
the type and number of reports that he/she has made. This can be
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action bar, instead of like it is done now with a list dialog and
floating action button respectively. Rooms and also what to attach
could be selected via dropdown lists that are shown when the
menu items are clicked. What combination of the current UI and
putting things in the action bars that works best, must be
determined in a further usability study. Setting a range of
alternatives up with the different combinations would do this, and
then letting the users decide which they think works best.
During the usability study, indications that too many things are
displayed on the main screen was discovered. A way to solve this
could be to use a navigation drawer on the main screen, its
function is to hide some of the apparent clutter. Again, it should
be tested in a new usability study by setting up two alternatives,
one with the navigation drawer and one as it is currently. A
solution, or a combination of solutions, is chosen based on the
feedback from the users.

Figure 4: Map overview of locations
with reported faults
further used in combination with the sensed and metered data to
develop data-based models for FDD.
The proposed admin-client has been implemented with the ability
to view data in the system and mark faults as fixed. It was made as
a Java desktop client to ensure cross-platform capability. The data
extraction functionality has also been implemented where the
admin can view graphs of both all-time data and by periods of
time such as weekly.

3.3 General Usability Aspects

The initial approach to getting students that use OU44 on a daily
basis to test the system proved ineffective due to the time
limitation for the project. We still intend to carry out this study
thoroughly, as part of our future work plan.
From the small usability study we performed, we found that
several areas of the application that can be improved. The viewreport screen shown to the left in Figure 3 is one of those places.
The grid of the text between the top section with icon, type and
location, and the vote buttons, should perhaps be broken up into
smaller areas with differing sizes of text. Also adding relevant
icons instead of description labels would be a way of reducing
clutter further, these could also be used in the list-items in the
other screens. A small static version of the the indoors map used,
could serve to show the location of the fault to the user in addition
to the location specified in text.
The main lists that contain reports should probably be reorganized as well, right now the first text in the reading direction
(in Europe at least) is the room name. This should be changed to
something like <category> in <room>, or perhaps just the
category. Making use of the action bar more could also be
considered in the reporting process, because it is currently barely
used. Both manual room selection and adding attachments within
the report screen, could be considered to be placed as items in the
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Regarding the buttons on the screen, especially the report and
send-report buttons on the main-screen and report-screen
respectively, some spacing between the edge of the screen and the
edge of the button is needed. This should be done to ensure that
users understand it is a button, and not just some area on the
screen. The cause of why some users seemed to be confused about
where to press the screen in the beginning during the
observational tests. Another thing to consider for these buttons, is
the addition of some kind of shadow along the edges, to promote
the button-look even further. These things should also be tested in
a further usability study.

4. ANTICIPATED ENHANCEMENTS

In the following, we discuss the anticipated future improvements
and extensions of our crowdsourcing application. We focus on
deployment of the application, discovered as a challenge based on
our usability survey, and also on the potential for utilization of the
collected data.

4.1 Strategy for Deployment

The RoomFixr application relies on crowdsourcing for data
collection purposes. During our usability testing, we were able to
observe difficulties with deployment of the application, for which
we already have a plan of how to overcome. As expected, SDU
campus citizens would need an additional motivation to use our
application [22]. To support this, we have the following
strategies:
•
•
•

Provide leaderboard that will rank the most committed and
loyal applicants at the top,
Allow for sharing of occupants’ statuses to social networks,
Provide financial incentive/rewards to the leading occupants,

where awards can be either physical/monetary items, or electronic
badges and certificates, shared throughout the community. These
actions are necessary for successful deployment of the application.
Furthermore, as this is a prototype application that only works on
Android devices, we will need to develop solutions for the rest of
the smartphone operating systems.
One idea for calculating a score for leaderboard is the following:

Here F is a boolean value of either 0 or 1, that indicate whether or
not the report has been attended to, and S is a boolean value of
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a)

b)

c)

Figure 5: a) Administrator view b) Report statistics c) User statistics

either 0 or 1 that indicates whether or not the report is marked as
spam. votesr is the vote-balance of a report that can be both
positive and negative, which is an indicator of the report
truthfulness. The leaderboard score ScoreU is based upon
summing the vote balances of reports made by the user. Modifiers
are introduced, so that the system administrator has the ability to
override the opinion of the crowd. For example, if the vote
balance of a report is highly positive and the report is marked as
spam, the score counted will always be negative by the same
amount, no matter how high the vote balance becomes. On the
other hand, if the vote balance is below 0, the score of the report
becomes even more negative as the vote balance decreases. The
same is the case when fault reports are marked as “fixed”, it just
works the opposite way around. Other parameters such as how
detailed a report has been made could also be considered in the
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calculation score. Alternatively, users could be rewarded for
making detailed reports. One way of estimating if a report is
detailed or not is by looking at the attachments, e.g. image and
description. However, users could abuse this by adding random
images that do not contribute a report in any way and perhaps
confuse the administrator that is tasked with fixing the fault. This
also applies to descriptions, where users would just input random
characters to the description. Both of these problems could
potentially be fixed by implementing image and text recognition
algorithms. For example, a text recognition algorithm would look
for bogus combinations of characters that obviously do not
describe a potential problem in a meaningful way.

4.2 Occupant Feedback vs. Sensor Data

When the system is deployed, the gathered data from users
reporting faults could be combined with data gathered from the
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building’s sensors. A potential benefit from this would be further
improvements to the building’s efficiency in terms of energy
consumption. As an example we can take malfunctioning sensors,
such as a temperature sensor that is malfunctioning by reporting a
different and lower temperature than the actual temperature. This
would result in the building’s HVAC system incorrectly heating
the room and as such would probably lower occupants’ comfort
levels and the building’s energy efficiency. Here the system
cannot trust the data from its sensors, but by receiving user-data it
could determine that by heating the room, the occupant’s comfort
levels have decreased. And, further extrapolate that the sensor
might be faulty.
In terms of actually implementing such functionality, the human
element could be variable. Meaning, that it could be completely
run by admins or some form of machine learning could be used
with some admin support. Why machine learning? It would enable
the system to learn on its own and perhaps avoid future faults that
are similar to past faults, e.g. a data-driven approach.

[2]

[3]

[4]

[5]

5. DISCUSSION

Crowdsourcing can certainly benefit and enhance data collection
processes in general. In this case it can be utilized as supplement
of event logging for buildings FDD, as this process does not take
place exhaustively. Therefore, there is usually no extensive log of
data on problems with BMS that could be utilized for data-based
FDD approaches. In our future work, our plan is to deploy this
application, enhanced by an incentive model, and utilize it in
combination with data analytics tools to discover significant
insights between the crowdsourced data, and the data that is being
collected through sensors and meters. This will be utilized to
derive rules that can further be utilized for FDD and performance
monitoring and testing.
One interesting aspect of this application is the expectation of
occupants to have faults removed. This would definitely impact
the success of the application. It would be a natural expectation to
have something repaired if it has been reported.

6. CONCLUSIONS

We have presented an approach and a prototype mobile
application to support the data collection processes for more
accurate fault detection and diagnosis in buildings. The approach
relies on building occupants, and it achieves the following goals:

[6]

[7]
[8]

[9]

[10]

[11]

Obtaining user feedback,
Partial event logging,
Enabling occupants to communicate with BMS,
Making occupants feel taken care of, and
Increasing accuracy of FDD processes.

[12]

Finally, all of these goals can lead to decreased energy
consumption due to the more accurate FDD, as well as increased
occupants’ comfort, thereby touching upon these two dimensions
of building’s performance.

[14]

•
•
•
•
•
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ABSTRACT

1. INTRODUCTION

Data center network (DCN), a type of network featuring low delays and high bandwidths, exchanges information rapidly through
high-performance network switches. Currently, DCN provides various distributed services to satisfy user requirements. However, the
size of buffers in the switches of DCNs is limited, thus causing
throughput collapse when transmission control protocol (TCP) is
used for multiple-to-one transmissions. Dropped packets result in
additional retransmission costs and cause a substantial decrease in
the efficient use of network bandwidths. Such a decrease in network performance is called a TCP incast problem. Previous studies
have typically focused on modifying the original TCP or increasing additional switch hardware costs; rarely have studies focused
on the existing DCN environments. Therefore, this study proposes
using a cross-layer flow schedule with dynamical grouping (CLFSDG) scheme to reduce the effect of TCP incast in DCNs. In CLSFDG, data transmission schedules are organized by a receiver using
application-level information. Multiple data flows are then grouped
for simultaneously transmission to improve TCP throughput and
satisfy deadline requirements. CLFS-DG can be applied to inexpensive switches without extra hardware support, substantially reducing hardware costs. The simulation result indicated that CLFSDG can effectively prevent TCP incast occurrence and ensure the
quality of service in both local networks and fat-tree topologies
typically applied in the DCN. A realistic multiple-to-one transmission in the one-hop local network scenario had been set up and
tested. The average error rate of the simulation results and actual
experimental results is small and about 4.6%. The results show that
CLFS-DG can actually be applied to real large networks.

Data center networks (DCNs) are network infrastructure used for
cloud computing [2]; such infrastructure is connected to numerous servers through switches, providing the servers with high bandwidth and low delay characteristics as well as mass storage and distributed computing applications. Currently, numerous system operators use DCNs to provide commercial services such as Google
File System [10], Hadoop File System [29], and Network File System [23]. These systems are used to partition distributed data computation and then aggregate the distributed data to improve computation performance. In addition, service level agreement (SLA) has
been established to ensure quality of service (QoS) for users.
Installing a DCN is expensive. To reduce installation costs, system
operators have connected numerous low-level switches to servers
[18]. The buffer capacities of these switches are extremely limited
(e.g., the typical buffer capacity of a top-of-rack switch is only 128
KB). This causes a throughput collapse in DCNs during distributed
computing. As illustrated in Fig. 1, data (server request unit, SRU)
from multiple senders are transmitted to a single receiver. When
excessive packets are transferred to the same receiver, the packets
cannot be stored in the buffer of the switch because of the limited
buffer capacity of the switch. Thus, several packets are dropped
by the switch, causing continual retransmission by the senders and
eventually throughput collapse, in which the utilization of network
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bandwidths and the performance of DCNs are severely reduced and
such has become the bottleneck of data transmission. Because TCP
is typically used in the packet transmission mechanisms of DCNs
( [3] reported that 99% of the data flows in DCNs are regulated
using TCP), the aforementioned problem is called a TCP incast [5].
Typically, a fat-tree network [2] or a virtual layer 2 network [12]
design is adopted in DCN topologies, and they use asymmetrical
bandwidths (1 Gbps/10 Gbps) to provide a high-bandwidth network environment to reduce network congestion. However, cloud
service providers provide numerous distributed computing services
to users. For example, in Google File System, files are typically
divided into chunks and stored in different servers [10]. When a
receiver transmits a read request to all the servers containing the
files, all the servers transmit the files to the receiver. Alternatively,
during the shuffling phase of a MapReduce calculation, every reducer receives the calculation results of all the mappers. Such a
multiple-to-one communication causes a simultaneous data transmission by excessive senders to a receiver; therefore, the number
of transmitted packets exceeds the buffer capacity of the switch.
Generally, drop tails or random early detection is applied in packet
scheduling algorithms in buffers [9], in which packets that exceed
the buffer capacity are dropped. The retransmission timeout (RTO)
is defined as in a typical operating system is 200 microseconds (ms)
for Linux or 400 ms for Solaris (Fig. 2(b)). However, in a DCN, the
round-trip time (RTT) for packet transmission is only hundreds of
microseconds. Hence, senders cannot immediately retransmit the
dropped packets, and have to undergo an RTO before retransmitting
the packets.
Fig. 2 (a) illustrates the ideal throughput. If packets are dropped,
the sender has to wait for an RTO before it can retransmit data in
Fig. 2 (b). This causes a decrease in the overall network throughput
per unit time. If the sender transmits a data to the receiver and does
not receive an acknowledgment (ACK) from the receiver, it continues retransmitting the packet, increasing the cost of bandwidths
in the entire network by 20% [38]. According to the statistics by
Amazon, Google, and Microsoft, each additional 100 ms of reaction time to data request causes operation loss [27]. Therefore, it is
imperative to satisfy the restrictions of packet transmission delays
and improve network throughput.
Fig. 1 illustrates the transmission processes between the senders
and the receiver, in which the receiver receives data from all the
senders. Knowing the current network condition through the re-

ceiver enables effective suppression of TCP incast. Most previous
studies on TCP incast have resorted to modifying the original transmission protocol (transport layer, data link layer, or application
layer). These methods usually require adding switch hardware designs and are aimed at only a single layer rather than cross-layer information integration. Moreover, they usually require extra cost on
switch hardware. TCP incast occurs in multiple-to-one transmissions in local networks and in multipath transmissions such as fattree topologies. Most previous studies have evaluated the scenarios
for local networks or multipath networks alone, rather than evaluating both network types simultaneously. Therefore, the effectiveness of the solutions to TCP incast has been limited. This study
proposes using cross-layer flow schedule with dynamical grouping
(CLFS-DG) to reduce the effect of TCP incast. The advantages of
CLFS-DG are as follows:
1. CLFS-DG can be used to combine the information of the application, transport, and network layers, creating cross-layer
scheduling:
(a) Senders notify the receiver about the incoming information of transmission.
(b) The receiver receives information from senders through
the application layer, evaluates the overall network conditions according to the transmitted information in the
transport and network layers, calculates the most ideal
flow scheduling in the entire network, and notifies
senders.
(c) Senders transmit data to the receiver according to the
scheduling, reducing TCP incast.
2. The scheduling reduces cost on switches in DCNs: In previous papers, additional switch hardware cost is required and
such methods are not applicable to large DCN environments.
CLFS-DG does not require additional switch hardware cost
and is applicable to large DCN environments.
The rest of this paper is organized as follows. In Section 2, discusses the previous solutions about TCP incast, briefly describes
the challenges of DCNs. In section 3, our cross-layer flow Schedule with dynamical grouping (CLFS-DG) is presented. The results
of numerical experiments are demonstrated in Section 4. In Section
5, we implement our CLFS-DG in a realistic test-bed to show the
performance. Finally, the conclusions are given in Section 6.

2. RELATED WORK
Sender

Receiver

RTO = 200 ms

RTT = 100 μs

Sender

(a)

Receiver

TCP Incast

(b)
Data Transmission

Figure 2: Prolonged RTO reduces data throughput.
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Transmitting packets in a network by using TCP causes TCP incast, a phenomenon first mentioned in [11]. This is because the
number of packets entering a switch exceeded the buffer capacity of switches [24]. Numerous studies have examined TCP incast
and sought solutions. The approaches used in previous studies to
solve the TCP incast problem can be divided into the following
categories: modification of the design of switch hardware (2.1),
modification of the transmission mechanism in the transport layer
(2.2), congestion control in the data link layer (2.3), scheduling in
the application layer (2.4), and TCP incast in the multipath (2.5);
these solutions are explained as follows.

2.1

Modification of the Design of Switch Hardware
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In [33], the effect of switch buffer, SRU, and TCP congestion window size (CWND) on overall network throughput was explored,
reporting that small CWND and high buffer capacities enable optimal overall network throughput. However, expanding the switch
buffer size to improve packet storage capacities [24] requires additional hardware costs; this approach also prolongs the waiting time
for packets in buffers and is unable to fulfill deadline requirements.
In [28], information from senders and receivers were clustered
through hash functions, and the buffer was divided into two queues
of varying priorities. The cluster with the higher number of packets
was prioritized in transmission. Such a design requires additional
switch hardware costs, can only be applied to small-size networks,
and is inapplicable to enormous packet flows in DCNs. In [32],
the switch buffer size was reduced to improve the usage rate of
bandwidths. However, because a DCN is typically connected to
numerous switches, changing the existing DCN structures results
in excessive construction costs [45].

2.2

Modification of the Transmission Mechanism in the Transport Layer

Because modifying switch hardware designs results in excessive
costs, previous studies have typically resorted to modifying the existing packet transmission mechanism in the transport layer. The
following are the primary modification directions:

However, reducing RTO causes continual retransmission by senders
without guaranteeing successful packet transmission to receivers,
thus wasting bandwidths and transmission energy. The method proposed in [31] modified the core timers in operating systems and required high expenses on hardware and operating system upgrades,
and it was only applicable to transmission conditions involving few
senders.

2.2.5

In [40], they investigated the types of packets were dropped by
switches because of the TCP incast problem. Sender transmission
windows were then reduced using the priority mechanism to reduce the RTO occurrence. In [24], the authors attempted to reduce
TCP incast occurrence by reducing data transmission rates; the data
transmission rates were reduced by increasing the SRU size. However, receivers require larger memory to process larger SRUs. Incast congestion controls for TCP (ICTCP) periodically estimated
currently available bandwidths and packet RTTs through receivers
to calculate appropriate receiver windows to control transmission
rates [37]. However, in the realistic environment, RTTs and bandwidths are unpredictable, and ICTCP is inapplicable for simultaneous transmission by numerous senders.

2.2.6
2.2.1

Reduce the Reaction Time of Webpage Query

Google achieved this method by increasing the initial window size
of TCP [8]. In [25], data transmission was enabled at the initial
handshaking stage of TCP.

2.2.2

Explicit Congestion Notification

Data center TCP (DCTCP) [3] acquired information on buffer usage by using the Explicit Congestion Notification (ECN) in switches.
DCTCP then adjusted TCP window to control the queue length
of switch buffer for packet transmission. Deadline-aware DCTCP
(D2TCP) [30] enhanced the mechanism of DCTCP and included
SLA considerations. After the ratio between the remaining data
transmission time and the deadline was calculated, D2TCP adjusted
the TCP window size accordingly to fulfill the deadline. The threshold values and packet transmission strategies of DCTCP and D2TCP
were studied in [21], and a mathematic analysis model was established.

2.2.3

Aim to Delay-Sensitive Flow

D3 was used to calculate the predicted transmission rate of delaysensitive flow (e.g., voice or video) in the perspective of senders and
the information was sent to switch. Switch then allocated adequate
transmission rates to each flow [35]. Preemptive distributed quick
(PDQ) provided preemptive priority scheduling to delay-sensitive
flow [13]. pFabric adjusted the transmission rates of flow according
to the priority mechanism scheduling of switches [4]. In [39], TCP
connections were established according to the sequences of senders
and receivers, and the slow startup intervals of next TCP connections were overlapped to reduce TCP incast. In these methods, the
existing protocols must be modified and high construction costs are
generated.

2.2.4

RTO Reduction

The authors reduced RTO for reducing TCP incast in [5] and [31].
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Adjusting the Transmission and Reception Window Size

Modification TCP Protocol

An improvement mechanism based on Fast TCPs [34] was proposed in [46]. They considered packet delays and maintaining the
queue lengths in switches within buffer capacities in reducing TCP
incast. A previous study attempted to provide sharing mechanisms
by using switch bandwidth distribution to reduce TCP incast [41].
However, in these methods, the existing transmission mechanisms
must be modified and the construction costs generated would be
excessive, according to the existing DCN structures.
In [14], software-defined networking (SDN) was used for centralized control, dynamically adjusting, and regulating the initial window size and retransmission timers in TCPs to prevent incast occurrence. However, in this method, switches with SDN are required.
Thus, high costs and higher latency are generated. A previous study
attempted to reduce the influence of TCP incast by limiting the
maximum number of simultaneous transmission flows [15]. However, this study discussed only general flows and did not discuss the
QoS limitations of packets.

2.3

Congestion Control in the Data Link Layer

The quantized congestion notification (QCN) in IEEE 802.1 Qau
[7] enabled controlling congestion points (e.g., switches) and reaction points (e.g., senders) through the flow control mechanism.
The switch usage was monitored at the congestion points. Messages were added into packets to notify senders of the current network congestion status. Senders then adjusted the transmission rate
according to the information to reduce the network congestion.
However, the congestion notification was randomly added only into
packets from the congestion points, and not every sender received
the notifications. Therefore, the improvement of network congestion was not comprehensive. An improvement upon the QCN, the
fair QCN, was proposed in [44] to fulfill fair transmission among
various flows. However, this mechanism required switches to monitor the packet arrival rate in each flow, causing a considerable burden in management to DCNs, which exhibited high traffic flows. A
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smaller maximum transmission unit (MTU) was proposed in [42]
to solve the problem of TCP incast. However, shrinking MTUs
only delayed the TCP incast occurrence without fully alleviating it.

2.4

3. Send the schedule
to senders

Scheduling in the Application Layer

In [17], the authors used the information of the application layer
for transmission scheduling. However, practicing this method was
a difficult task. In [38], the researchers observed TCP incast in
actual operations and reported that the time interval between each
successfully received packet on the receivers was approximately
20 µs, verifying that adjusting the data transmission time intervals
effectively reduced TCP incast occurrence. However, the varying
size of data in networks was difficult to accurately calculate ideal
transmission time intervals. Moreover, this method was only used
for general data flow without considering the QoS of packets. Customized application protocols and programmable routers were designed in [16] to realize various transport-layer protocols such as
DCTCP, ICTCP, or D3 . Facebook [22] reduced incast by limiting
the number of required packets in senders. However, higher DCN
construction costs were generated in these methods.

2.5

4. Forward packets
by the schedule. 1. Send sender’s info. 2. Calculate the proper schedule.
Application
Application

TCP Incast in the Multipath
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Sender i

Receiver

network layers such as RTT, type of service and the size of a
packet.
• Step2: The receiver estimates the current network flow according to the information of the transport and network layers and creates an overall network flow schedule.

3.2

• Step1: The senders communicate to the receiver the information of the application layer of the anticipated data transmission, such as start transmission time and size of the transmitted data. They acquire the information of the transport and

Network

1(a). Collect transport
layer information
1(b). Collect network
layer information

Figure 3: Processes of CLFS-DG.

Most of the solutions were proposed only for single-path local network environments or only for multipath network environments,
rather than for both types of environments simultaneously. Therefore, the effectiveness of the solutions in resolving TCP incast was
limited. This study proposes a CLFS-DG approach, in which receivers are used to allocate the transmission schedules of senders
dynamically to reduce the effect of TCP incast (i.e., network throughput degradation). CLFS-DG is applicable to various multiple-toone packet transmission environments.

Fig. 3 illustrates the processes of CLFS-DG. When i senders are
anticipated to simultaneously transmit data to the receiver, the receiver with CLFS-DG combines the information of the application,
transport, and network layers for cross-layer integrated scheduling.
The processes are described as follows:

Network

Sender 1 Sender 2

3.1

CROSS-LAYER FLOW SCHEDULE
WITH DYNAMICAL GROUPING

Transport

......

Because multipath structures such as fat-tree have typically been
adopted in DCNs, previous studies [36] [26] have explored the TCP
incast problem in multipath TCP (MPTCP) environments. In [6],
the authors proposed Fountain code-based multipath TCP scheme
to mitigate the negative impact of the heterogeneity of different
paths. However, the coding technology generated a higher calculation burden in TCP. EW-MPTCP [19] was proposed for comprehensively using the effective bandwidths in every path by adjusting
the individual subflow weights in each MPTCP. Furthermore, EWMPTCP did not generate additional hardware costs. The solutions
proposed in previous studies typically required modifying the original TCP or additional switch hardware expenses. Moreover, these
solutions were aimed at only in a single layer; a few were aimed at
cross-layer information.

3.

Transport

• Step3: The receiver communicates to the senders the transmission schedule.
• Step4: The senders transmit the data according to the transmission schedule.

Collection of Transmission Information

As depicted in Step 1 (Fig. 3), the senders communicate to the
receiver the anticipated deadline and size of the transmitted data.
The receiver then acquires the information from the transport layer
(e.g. TCP packets and ACKs) and network layer (e.g. RTT) for
scheduling. This requires corresponding with the original communication mode between the senders and the receiver to lower the
communication costs effectively. The network condition at the beginning of the communication between the senders and the receiver
is assumed to be well, no congestion.

Schedule Planning

As shown in Step 2 (Fig. 3), when the receiver acquires the deadline and anticipated size of the transmitted data from the senders,
it calculates the grouping of this transmission and the optimal time
for the senders to transmit the data. The dynamical grouping and
transmission scheduling algorithm of the CLFS-DG are detailed in
the following two sections: dynamic grouping algorithm in 3.2.1
and transmission scheduling algorithm in 3.2.2.

3.2.1

Dynamic Group Algorithm

Fig. 4 (a) illustrates the packet growth trend in the switch buffer.
The x-axis represents transmission time, and tf ini denotes the time
required for Senderi to transmit its data. The y-axis represents
the number of packets in the buffer. Line 1 and Line 2 are the
growth curves of the accumulated number of packets flowing into
the switch according to varying transmission rates. The slopes of
the curves are correlated with the packet input speed (Vin (t)).
Line 1, which exhibits a higher flow speed, comprises a greater
number of packets flowing into the switch and consequently a higher
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slope; it also reaches the switch buffer capacity (SizeB ) more rapidly
compared with Line 2. Line 2, which exhibits a lower flow speed,
comprises a smaller number of packets flowing into the switch and
consequently a lower slope; it also reaches the switch buffer capacity more slowly.
In Fig. 4 (a), tf in1 and tf in2 represent the completion time of
data transmission in Line 1, and Line 2, respectively. Furthermore,
tthre represents the threshold time which the accumulated number
of packets exceeds the buffer capacity according to the current flow
speed. Packets begin to be dropped as tthre is reached. As depicted
in Fig. 4 (a), tf in1 is higher than tthre , it indicates that the packet
dropping had begun before the transmission was completed. Conversely, tf in2 is lower than tthre , indicating that no packets had
been dropped even after the transmission was completed. The objective of CLFS-DG is to determine the optimal grouping transmission flow combination, enabling finishing flow transmission before
tthre is reached.
Fig. 4 (b) depicts the varying Vin (t) of packets into the switch
according to the number of packets Senderi transmits. The output speed Vout (t) is determined according to the current network
bandwidth. The equations of Vin (t) and Vout (t) are expressed as
follows:

N umS
X



SizeSRUi × BWu
BW
(t),
if
in




i=1

> BWin (t),
Vin (t) =


 NX
umS




SizeSRUi × BWu , otherwise.


(1)

width of the switch, the receiver can use only that maximal bandwidth to transmit data.
When Vin (t) is greater than Vout (t), packets begin to accumulate
in the switch buffer. The number of accumulated packets and its
growing trend are correlated with Vin (t). When the number of
packets in the buffer exceeds SizeB , packets begin to be dropped.
tf ini is the time required by Senderi to transmit data in the switch,
and tthre is the time required for the number of packets in the
buffer to exceed SizeB . If tf ini is less than tthre , packets can
be transmitted before the number of packets in the buffer exceeds
the threshold, and no packets are dropped, thus preventing TCP incast from occurring. The relationship among tf ini , tthre , Vin (t),
Vout (t), SizeB , and N umS is expressed as follows:
tf ini = max{tSRUi ,∀i∈0≤i≤N umS },

(2)

The Number of Packets in Buffer

Vin(t)

Vin(t)

Switch
Line2

tfin

2

tthre
(a)

Line1

tfin

SizeSRUi ×Datau
,
BWn

(4)

tthrei =

SizeB
,
Vin (t) − Vout (t)

(5)

N umG × N umM ≥ N umS .

where SizeSRUi represents the transmission data of the ith sender
each t second and a multiplying power for data units, BWu represents the current transmission speed of a data unit entering the
switch (bandwidth), BWin (t) represents the current maximal bandwidth when packets enter the switch, BWout (t) represents the current bandwidth when packets leave the switch, and N umS represents the number of senders transmitting data simultaneously.
When SizeSRUi × BWu is greater than the current maximal band-

SizeB

tSRUi =

where Datau represents a data block unit, and tSRUi represents
the time required to transmit SizeSRUi . tSRUi is calculated as
the ratio of the amount of data transmitted to the current bandwidth
BWn . The optimal number of groups N umG and number of members in each group N umM are calculated using the transmission
information in the application, transport, and network layers. The
relationship between N umG and N umM is expressed as follows:

i=1

Vout (t) = BWout (t),

(3)

(6)

Algorithm 1 depicts the optimal dynamical grouping method for
each transmission in the CLFS-DG. When multiple senders are
anticipated to simultaneously transmit data to a receiver, the receiver calculates the varying number of members in each group
(N umM ), the approximate tf ini , and tthre according to N umS
and SizeSRUi . The receiver then determines the appropriate number of members (N umM ). In other words, to find the highest number of members is possible within tthre . The complexity of the
algorithm is O(NS ).
Algorithm 1: Dynamic grouping algorithm
for i from 1 to N umS do
tf ini = max{tSRUi ,∀i∈0≤i≤N umS }
Set Vin (t) according to equation (1)
Set tthre according to equation (5)
if tthre > tf ini then
N umM = i
else
break
N umS
N umG = ⌈ N
⌉
umM

Vout(t)

3.2.2
1

(b)

Figure 4: (a) Packet growth trend (b) Conceptual diagram.

APPLIED COMPUTING REVIEW MAR. 2017, VOL. 17, NO. 1

Transmission Scheduling Algorithm

When the receiver has determined N umM and N umG , it begins
determining the transmission sequence and time for Senderi according to the size of its transmitted data (SizeSRUi ), its deadline
(Deadlinei ), start time of its transmission (Starti ), and current
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venting TCP incast during sender transmission over time through
the adjustment of C.

network bandwidth. This algorithm is shown as follows:
Algorithm 2: Transmission scheduling algorithm.
The receiver calculates P riorityi
P riorityi = Deadlinei + Starti
Sort P riorityi in ascending order and sequential grouping
StartGi = StartGj−1 + max{tSRUi ,∀i∈1≤i≤N umS } × C

3.2.3

In Algorithm 2, the receiver calculates the priority according to the
current total number of senders (N umS ), deadline (Deadlinei ),
and start time (Starti ) of the data transmission by Senderi by
using the following equation:

P riorityi = Deadlinei + Starti .

(7)

The receiver creates a sequence in ascending order according to the
P riorityi of each sender and groups the senders according to the
sequence. The data transmission start time (StartGj ) of the jth
group of senders is the data transmission start time (StartGj−1 ) of
the j−1th group of senders added by max{tSRUi ,∀i∈0≤i≤N umS }×
C, where max{tSRUi ,∀i∈0≤i≤N umS } is the maximal data transmission time of the group, and C is a constant used to split each
overlapping transmission time to avoid overlapping the transmission time of different groups, which causes congestion in data transmission.
Appropriately adjusting the interval between each two transmission
start time can effectively reduce TCP incast occurrence [10]. The
optimal overall network throughput (Topt ) can be expressed as follows according to the definition in [7]:

Topt =

PN umS
SizeSRUi ×Datau
i=1


RT T +OS +

(

,

PN umS
SizeSRU ×Datau ×γ)
i=1
i

BWn

(8)

where OS represents delay overhead of the network caused by different scheduling algorithms and γ represents the processing coefficient of the packet header; γ is correlated with the size of the
packet header and it is assumed to be 1 in this paper. When TCP
incast occurs, the overall throughput (TIncast ) is changed as follows:

TIncast =

PN umS
i=1  SizeSRUi ×Datau

RT T +α×RT O+OS +

(

,

PN umS
SizeSRU ×Datau ×γ)
i=1
i

BWn

PN umG PN umM
j=1

i=1

PN um (
RT T +K+OS + j=1 G

SizeSRUi,j ×Datau

PN umM
SizeSRU
×Datau ×γ)
i=1
i,j
BWn

As illustrated in Step 4 (Fig. 3), when the senders receive the
scheduling from the receiver, they begin transmitting data according to the schedule. CLFS-DG can increase network throughput
and decrease the number of dropped packets. Moreover, packets with higher priority arrive at the destination first, fulfilling the
SLA.

4. SIMULATION RESULTS
CLFS-DG is an omni-bearing schedule control mechanism for an
entire network environment. We use NS2 [1] to simulate two scenarios for assessing the efficiency of the CLFS-DG. The first scenario is a multiple-to-one transmission under a hop, in which a
varying number of hosts transmit data simultaneously to a single
host, creating varying levels of TCP incast. The second scenario
involves simulating a DCN environment, and the most commonly
used fat-tree topology [2] is used for assessing the CLFS-DG efficiency. The number of pods in the fat-tree, k, is simulated from 2
to 12. The number of pods represented the number of virtual local area networks (VLANs). A higher number of pods indicated a
higher number of hosts. Previous studies have typically explored
the performance only in small-size DCN. This study showed the
performance of the CLFS-DG in the fat-tree structure with different numbers of pods, verifying the applicability of the proposed
method to DCN environments of various sizes.
Because TCP incast occurs in switch buffer for multiple-to-one
transmissions, the packet transmission in all the switches was monitored. The throughput from the senders to the receiver, total number of dropped packets, and transmission success rate within the
deadline according to varying QoSs are calculated for performance
assessment. The throughput of each simulated scenario in a multimedia environment that fulfilled deadline restrictions was tested.
In [20], three traffic types with different QoSs are selected, and
Table 1 shows the specification of these traffic types.
Table 1: Transmission deadline requirements
Data
0
1
2

Traffic types
Voice
Video
Multimedia

Deadline
150 ms
30 ms
250 ms

Data size
250 bytes
2048 bytes
2048 bytes

Application
VoIP
Video on demand
Video conference

Table 2: Experimental parameters

(9)
where α is a multiplying power to transmission timeouts. Because
of network congestion, packets must wait for RTO to be retransmitted. In this study, TCLF S is calculated as follows:

TCLF S =

Data transmission

.

(10)

The objective of the algorithm is to obtain a solution closest to the
optimal throughput (Topt ), TCLF S ≤ Topt ; K represents max{
tSRUx , ∀i ∈ 1 ≤ x ≤ i}×C and must be less than α×RT O, pre-
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Network Bandwidth
RTT
RTO
Switch Buffer

Local network
1 Gbps
100 µs
200 ms
250 packets

Fat Tree
1 Gbps/10 Gbps
100 µs
200 ms
250 packets

To facilitate the process of investigating the different types of data
flow, the three types of data flows are evenly distributed. Sender0
transmitted Data0 , Sender1 transmitted Data1 , Sender2 transmitted Data2 , and Senderi transmitted Dataj , where j = i mod
3.Previous studies typically aim to modify TCP to reduce TCP incast occurrence. Therefore, CLFS-DG is compared with DCTCP
[3] and D2TCP, the most commonly used methods in previous studies. DCTCP acquires information on buffer usage through the ECN
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messages in switches and adjusts the CWND of the senders. D2TCP
improves upon DCTCP to fulfill the required QoS of packet transmission. The marking threshold for both DCTCP and D2TCP is
set to 20 packets [3]. CLFS-DG acquires information on the overall network through the receiver and facilitated scheduling.
To ensure the accuracy of the simulation, the simulated parameters
are set according to [3] and [30] and as shown in Table 2. The
simulation is conducted in 1 Gbps/10 Gbps fat-tree. The SRU size
of data transmitted in the DCN is typically measured in KB [24].
Therefore, the data size of the packets with different QoSs (as Table
1) for each transmission is multiplied to 1024 bytes (B) to simulate
the real scenario more closely. The 10-seconds continual transmission performance of the senders is tested.

4.1

Performance in the Local Network Topology

Fig. 5 illustrates the simulated multiple-to-one transmission in a
local network, in which a total of i senders transmitted data simultaneously to a receiver. The input and output bandwidths (BWin (t)
and BWout (t)) of switch are both set to 1 Gbps, and the RTT was
set to 100 µs. Each multiple-to-one transmission scenario with different numbers of senders (N umS ) is tested, and the status in the
switch buffer is monitored. The throughput from the switch to the
receiver is then recorded. According to (10), C is measured as
N umS
.
3.1
In a typical DCN environment, the number of servers in a VLAN is
approximately 200 [43], [47]. Therefore, 20 senders are set in the
first network performance test, and 20 additional senders are added
in each subsequent retest, up to a maximal of 200 senders. Fig. 6
illustrates the line graphs of the throughput and number of dropped
packets with different N umS simultaneously transmitting data.
According to the methods in [3] and [30], the equation of throughput is shown as follows:
T hroughput =
StopP acketCount−StartP acketCount
SimulationT ime

× 1460bytes × 8bits.
(11)
In the switch, two counters, StartPacketCount and StopPacketCount,
are implemented for recording the initial and final number of packets in the receiver during a transmission. The simulation time was
set to 10 second, and the TCP packet size is 1460B.

Figure 6: (a) Throughput (b) Number of dropped packets.

dropped by the switch, the receiver automatically adjusts the intervals between each pair of data transmission groups to delay the
start transmission time and reduce the network congestion. Although the throughput in the CLFS-DG is lower, no packet in the
CLFS-DG is dropped, regardless how big the value of N umS is
(Fig. 6 (b)). Conversely, the number of dropped packets by the
DCTCP and D2TCP substantially increases when N umS exceeds
140. When N umS is equal to 200, a total of 345 and 1117 packets
are dropped in the DCTCP and D2TCP, respectively. This shows
that even though the CLFS-DG exhibits lower throughput, it effectively reduces packet dropping when numerous senders transmit data simultaneously, eliminating the retransmission cost for the
senders (i.e., additional network bandwidths). Fig. 7 depicts the
rate diagrams of successful transmission within the deadline according to N umS . Fig. 7 (a) shows the data flow (Data0 ) with
the deadline of 150 ms, Fig. 7 (b) depicts the data flow (Data1 )
with the deadline of 30 ms, and Fig. 7 (c) illustrates the data flow
(Data2 ) with the deadline of 250 ms. Data1 has the highest priority, and Data2 has the lowest priority. When N umS increases,
the CLFS-DG increases the proportion of the high-priority Data1
and reduces those of the low-priority Data0 and Data2 (Fig. 7).
Thus, the high-priority packets are prioritized in the transmission,

As illustrated in Fig. 6 (a), the DCTCP and D2TCP achieve higher
throughputs than that of the CLFS-DG. When the receiver in the
CLFS-DG is calculating the dynamic grouping, the receiver finds
the total number of the transmitted packet which may cause packet

Figure 5: Multiple-to-one transmission in a local network.
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Figure 7: Proportion of deadline requirement satisfaction.
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which subsequently satisfy the QoS at the highest possible level,
facilitating a higher SLA in the entire network.

4.2

Performance in the Fat-Tree Topology

Table 3: The number of nodes and senders referred to k
k
Host
Senders

2
2
1

4
16
8

6
54
27

8
128
64

10
250
125

12
432
216

Fig. 8 shows a simulated fat-tree topology structure. In the simulation, half the number of hosts (N umH ) simultaneously transmits
data to a receiver each time. This scenario is simulated in a social networking website, in which users requested to read photos
of a friend. The photo files are distributed and stored in numerous
servers, and the servers return the files to the users. The network
bandwidths are set according to the actual DCNs. The switch bandwidth is set to 10 Gbps, and the switch-host bandwidth is set to 1
Gbps. The RTT is set to 100 µs according to the typical DCNs.
The multiple-to-one transmission is tested with various numbers of
pods (k), which are set to 2 ∼ 12. Table 3 shows the reference
for the number of pods (k), hosts, and data-transmitting senders,
indicating that when k = 12, the number of senders (N umS ) is
216, close to the maximal number of senders of 200 in the simulated local network. In addition, the status in every switch buffer is
monitored, and the switch-to-receiver throughput is recorded. According to (10), the value of C is measured as approximately 10.
Fig. 9 illustrates the throughput and number of dropped packets
according to varying numbers of senders. The throughput is calculated using (11), and the throughput from the nearest switch to the
receiver is recorded. As depicted in Fig. 9 (b), when the number of
pods is less than 12, the number of dropped packets in the D2TCP
switch is a few. However, when the number of pods is 12, the number of dropped packets in the D2TCP switch increases significantly.
This indicates that the D2TCP exhibits an ideal performance when
few senders are transmitting data simultaneously.
However, when N umS increases, the number of dropped packets
in the D2TCP switch increases significantly. This indicates that the
D2TCP exhibits an ideal performance when few senders are transmitting data simultaneously. However, When the N umS is high,
the D2TCP is unable to control the packet transmission in the net-

Figure 9: (a) Throughput (b) Number of dropped packets.

Figure 10: Proportion of deadline requirement satisfaction.

work effectively, causing a considerable increase in the number of
dropped packets and subsequently the frequency of sender retransmission. When N umS increases, the number of dropped packets
in the DCTCP is relatively low. However, the QoS of packets is not
considered in the DCTCP, the packet transmission could not satisfy
the SLA requirement. No packets are dropped in the CLFS-DG.
Fig. 10 depicts the proportion diagrams of successful transmission
within the deadline according to varying numbers of senders transmitting data simultaneously. Fig. 10 (a) illustrates the data flow
(Data0 ) with the deadline of 150 ms, Fig. 10 (b) shows the data
flow (Data1 ) with the deadline of 30 ms, and Fig. 10 (c) depicts
the data flow (Data2 ) with the deadline of 250 ms. Data1 has
the highest priority, and Data2 has the lowest priority. As shown
in Fig. 10 (a), when the number of pods is 2, only one sender
transmits packets, and only Data0 is transmitted in the network.
Therefore, Data0 is transmitted at 100%.

Figure 8: Fat-tree topology.
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When the number of pods increases, the number of senders also increases, and different types of data begin to flow in the network.
When N umS increases, the CLFS-DG increases the proportion
of the high-priority Data1 and decreases those of the low-priority
Data0 and Data2 (Fig. 10). Thus, the high-priority packets are
prioritized in the packet transmission transmitted first, enabling the
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transmission to satisfy the QoS requirement to the highest possible
level, facilitating a higher SLA in the entire network.

5.

EXPERIMENTAL RESULTS

senders in the application layer, and they calculate the optimal schedules for the entire network according to the network conditions in
the transport and network layers. The senders then transmit data according to the schedules, enabling the packet transmission to fulfill
deadlines and reducing the number of dropped packets. Compared
with DCTCP and D2TCP, the most commonly used methods in previous studies, which focused on only single layer scheduling, the
method proposed in this study is more cost-efficient and easier to
implement. Applying CLFS-DG to the large multiple-to-one transmission environment of the DCN can effectively reduce the DCN
maintenance costs and TCP incast occurrence as well as improve
the packet throughput of the entire network.
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Figure 11: The validation for the results.
We set up a multiple-to-one transmission in one-hop local networks
experiment scenario and experimental settings are as Table 4. Experimental results are compared with NS2 simulations. According to the experiment parameters in [30], we choose four kinds of
flows to produce varying levels of TCP Incast phenomenon. The
flow sizes are set as 150, 220, 350, and 500 MB, with respective
deadlines of 1000, 1500, 2500, and 4000 ms. To verify whether
proposed method is applicable to the general real network environment, we test the CLFS-DG with different number of senders
in LAN by NS2 simulator and actual network experiment. Three
senders are set in the first network performance test, and 2 additional senders are added in each subsequent retest, up to a maximal
of 19 senders.
Table 4: Experimental settings
Equipment Software
Switch Brand
Switch Buffer Size
Server OS
Server CPU
Server RAM
Server Bandwidth

Spec./Version
CISCO LINKSYS SR2024
256 KB
Debian/Linux7.4 (64) bit
AMD P henomT M II ∗6 1065T Processor
8 GB
1 GB

Fig. 11 depicts the number of received data in multiple-to-one
transmission in a local network according to the varying number
of senders transmitting data simultaneously. S-CLFS and E-CLFS
represent the simulated and experimental performance respectively.
When the number of simultaneous transmission senders is fewer,
the simulation results and actual experimental results are closer.
When the number of the simultaneous transmission senders increases, the simulation results and actual experimental results begin slightly different. The average error of S-CLFS and E-CLFS is
small and about 4.6%. The experimental results verify the correctness of the simulation, and the proposed method is implemented
in a real environment. The results also show that CLFS-DG can
actually be applied to realistic large networks.

6.

CONCLUSION

In the CLFS-DG, the information from the application, transport,
and network layers are combined to create a cross-layer integration of senders and receivers. Receivers receive information from
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ABSTRACT
Signature verification is one of the most popular subjects in
pattern recognition. Many kinds of verification methods for online handwritten signatures have basically used the individual
features of signatures. However, how to reflect inter-stroke
information extracted from handwritten multi-stroke signatures in
the verification has not been well considered. This paper suggests
a new verification method that uses inter-stroke information based
on shape contexts. The shape context describes how points are
distributed around a given point on the shape. We compare our
Shape Context method with a basic method. The basic method
performs signature verification using intra-stroke information
such as pen position, pen pressure, pen inclination, pen altitude
and elapsed time by DP matching. The Shape Context method
treats inter-stroke information such as point distribution. In
addition, we try to improve the accuracy of the method by
incorporating a weighted evaluation of the average pressure value
of each stroke. Comparing with the basic method, the Shape
Context method reduces false rejection rate from 4.14% to 1.54%,
and false acceptance rate from 4.06% to 2.01%. The experimental
results show the effectiveness of inter-stroke information on
signature verification.

CCS Concepts
• Security and privacy ➝ Biometrics; • Human-centered
computing➝User models

Keywords
Signature Verification, Biometrics, Online Handwriting, Dynamic
Programming.

1. INTRODUCTION
As the information and communication technology has rapidly
developed in the past few years, there has been an increasing need
for enhancing the level of trust and applying security using
biometric elements, which are also known as authentication
techniques [13]. If one was able to disguise another person, many
problems would occur. Recently, the growth of the network
requests further development of identification technology.
Biometrics is one of the technologies that realize personal
identification. Many methods that realize biometrics exist, for
example, the use of fingerprints, lustre, the face and voiceprints.
Copyright is held by the authors. This work is based on an earlier work:
RACS'16 Proceedings of the 2016 ACM Research in Adaptive and
Convergent Systems, Copyright 2016 ACM 978-1-4503-4455-5.
http://dx.doi.org/10.1145/2987386.2987440
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Biometric systems are more excellent than old identification
methods that use IDs and Passwords because biometrics uses
living body information. In brief, biometrics is hard for other
people to forge and reduces the user’s burden. Therefore,
biometrics is predicted to be a prevalent method of personal
identification in the future.
Handwritten signature verification is a biometric technology. In
the case of credit card transactions, handwritten signatures have
been used for personal identification. Writing signatures is a
formal action and signature verification by a well-informed person
is one of the certain methods for personal identification.
Unfortunately, there is a limit to the accuracy of signature
verification by humans. Also, we must think about the cost of
verification when a well-informed person does the verification.
Such problems in signature verification could be solved by using
computers. The development of computing technology in recent
years makes it possible to get not only pen position but also pen
pressure, pen direction and pen altitude when users write their
own signatures. The individual features of each signer extracted
from the information make a meaningful role in verifying and
identifying the signer.
Handwritten signature verification methods are divided into two
groups, i.e. on-line methods and off-line methods. While off-line
methods use static information extracted from written signatures,
on-line methods utilize dynamic information obtained when users
write their signatures. Generally, on-line methods give better
results than off-line methods do because the former can use the
information such as pen pressure, pen inclination, pen direction,
pen altitude and elapsed time that reflects individual
characteristics of users but the latter cannot.
Sansone and Vento [20] proposed a serial three stage

verification system which eliminates three different types of
forgeries such as random forgeries, simple forgeries and
skilled forgeries in stages. In many cases, the distinction
between genuine signatures and skilled forgeries is
complicated because of the imitation skill and the large
variability introduced by some signers when writing their own
signatures. This paper focuses on the signatures composed of
multi-stroke characters such as kanji and Chinese characters.
We discriminate between genuine signatures and skilled
forgeries with inter-stroke and intra-stroke information
extracted from the signatures.
Various studies on on-line handwritten signature verification have
been done in the field of signature verification. R. Plamondom

26

and F. Leclerc did research [2] [3] in Europe and the United States.
In Japanese, on-line intra-stroke information such as pen position,
pen pressure, pen inclination and elapsed time has been used for
handwritten signature verification.

Figure 2 shows the examples of x-coordinate, y-coordinate, pen
pressure, pen direction, pen altitude and elapsed time of (a) an
authentic signature of one user, (b) another authentic signature of
the same user, and (c) a forged signature of another user.

Many researchers have applied DP-matching methods to timeseries data sets [4] [5] [6] [7]. S. Yamazaki used P type Fourier
descriptors to extract personal features and categorized the
features for verification [8]. Y. Nakamura and others researched
how to extract personal features from on-line signatures based on
handwriting analysis [10]. Some studies to evaluate the signature
were done. A method was proposed to evaluate how a signature is
difficult to imitate [16]. The fuzzy rules which treat characteristic
features of signatures were studied to make handwritten signatures
remarkable [17].

Figure 3 shows overall flow of our signature verification system.
As preprocessing, 0-pressure points are removed and the shape
and position of signatures are normalized. And then the individual
features are extracted from signatures. After comparing the input
pattern with the reference pattern by using the inter-stroke and
intra-stroke information, the system decides whether the input
signature is authentic or not.

As applications of handwritten signature verification, there are
studies on the methods to detect intoxicated persons with their
handwritten signatures [18] and to use handwritten signatures as a
password alternative in on-line system [19]. Many methods have
been suggested until now, but none of the methods are able to do
precise verification. That is the reason why more research to
discover and utilize various individual features embedded in
handwritten signature is needed. This paper notes not only intrastroke information but also inter-stroke information extracted
from handwritten multi-stroke signatures. By using shape contexts
[11] as inter-stroke information, we were able to improve the
accuracy of the verification. The remainder of this paper is
organized as follows. Section 2 describes our verification method
in detail. The experimental results are presented in Section 3.
After evaluating and discussing the results in Section 4, we
conclude in Section 5.

2. THE SIGNATURE VERIFICATION
METHOD
2.1 Signature Verification System
We collected the data on handwritten signatures with a pen tablet
(WACOM Intuos GD-0608-U). The pen tablet periodically
provides data such as pen position, pen pressure, pen direction,
pen altitude and elapsed time while a user write his/her signature
as shown in Figure 1. The signature verification is done by
calculating the distance between the input signature and the
reference signature registered beforehand through sample data
preprocessing.

2.2 Basic Method
The basic method that we apply to signature verification is based
on DP (Dynamic Programming) matching. DP matching is a
popular method for comparing the shapes of two signals and
calculating the distance (dissimilarity) between them when their
sequential information is fully or partially known. When the
signals are sequences of discrete points, DP matching basically
focuses on how to match the points having similar values
considering their sequential positions. It has been shown to be
applicable to speech recognition and employed in matching
problem studies dealing with online handwriting and images,
including feature matching in images, shape boundary matching,
face recognition, object matching in images, online signature
verification, online writer verification, and online character
recognition [15].
Our basic method uses various types of distances between the
reference signature and the input signature such as pen position
distance Dxy, pen pressure distance Dp, pen direction and altitude
distance Dθρ and elapsed time distance DT. The data on each of
signatures that we treat are a time series data set and the set of the
reference signature and that of the input signature can be different
from each other. Hence, we adopted DP matching method to get
the warping functions wxy, wp, and wθρ, each of which represents a
correspondence between the reference data set and the input data
set. Formula (10) is used to get the warping functions. The
reference signature is:

Sr   xr (nr ) yr (nr ) pr (nr )r (nr ) r (nr ) tr (nr ) 

(1)

and an input signature is:

Si   xi (ni ) yi (ni ) pi (ni )i (ni ) i (ni ) ti (ni ) 

(2)

Before the distance measure, feature extraction was applied to
signature Sr and Si. The extraction reduces computational efforts
and removes the noise data. The extraction was done using a
piecewise liner approximation:
Nr

Dxy  min  DX2  DY2

(3)

nr 1

where

DX  xr (nr )  xi (wxy (nr ))

(4)

Figure 1. The extracted data of signature
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(a)

(b)

(c)

Figure 2. Examples of x-coordinate, y-coordinate, pen pressure, pen direction, pen altitude and elapsed time of (a) an authentic
signature of one user, (b) another authentic signature of the same user, and (c) a forged signature of another user.

Figure 3. Overall flow of our signature verification system
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and

DY  yr (nr )  yi (wxy (nr ))

(5)

So the cost Csc(SCa(i), SCb(j)) represents the difference between
shape contexts SCa(i) of p(i) and shape context SCb(j)) of p(j).
𝑁
(ℎ𝑎,𝑖 (𝑘) − ℎ𝑏,𝑗 (𝑘))
1
(𝑖),
(𝑗))
𝐶𝑠𝑐 (𝑆𝐶𝑎
𝑆𝐶𝑏
= ∑
2
ℎ𝑎,𝑖 (𝑘) + ℎ𝑏,𝑗 (𝑘)

Nr

Dp  min   pr (nr )  pi ( wp (nr )) 

(6)

nr 1

𝑘=1

and
Nr
 V (n ) V i ( w (nr )) 
D  min  cos 1  r r
  V (n )  V ( w (n ))  
nr 1

r
i
 r r


(7)

where

 sin  (n) cos  (n) 
V (n)    cos  (n) cos  (n)  


sin  (n)
DT = | tr(Nr) - ti (Ni) |.

(8)

(10)

(11)

A shape context is generated for each stroke of handwritten
signatures. The shape context at each stroke as inter-stroke
information represents the distribution of points on other strokes
as shown in Figure 4. The range to examine the distribution is
decided by referring to J.Shin’s research [1]. The research
demonstrates that we can extract enough inter-stroke information
from just three vicinity strokes. Hence, when creating the shape
context at a reference stroke, our Shape Context method examines
the distribution of points on the previous and successive strokes in
the time series as shown in Figure 5.
The steps to create the shape context SC(i) at the i-th stroke s(i)
are as follows:
1.

Find the reference point of s(i) that is at the centre of gravity
of s(i).

2.

Select a point p(j) on s(i-1) or s(i+1).

3.

Find the cell of the histogram for the reference point of s(i)
where p(j) is located and increase the value of the cell by 1.

4.

Repeat step 2 and step 3 for all the points on s(i-1) and
s(i+1).

(9)

The recurrence equation that the DP matching uses is:

 g (i  1 j ) 
g (i j )  d (i j )  min  g (i  1 j  1)  
 g (i  1 j  2) 

2

where d(i,j) is the distance between the i-th point of the input
pattern and the j-th point of the reference pattern and g(i,j) is the
accumulated sum of distances up to (i,j).
A stroke of a kanji character is an important unit in doing the
handwritten signature verification. Inter-stroke information in a
kanji character represents a correlation between one stroke and
other strokes. It has been proved that the information is useful for
character recognition [1]. In fact, it is very important to find interstroke features of signatures in professional’s handwriting
analysis. That is because when different people write the same
character or signature, the correlations among the strokes are
different. However, the basic method cannot treat inter-stroke
information well because it evaluates signatures as a simple time
series data set. This is why we have made a new signature
verification method based on shape contexts.

Figure 4. An example of a shape context

2.3 Shape Context Method
The shape context is a descriptor of point distribution. It has a
histogram that retains the information of the distribution of points.
The histogram consists of finite cells that represent the relative
distribution of points from a reference point as shown in Figure 4.
The value of a cell is the number of points in the region that the
cell covers. Therefore, the shape context is able to concisely show
how the points around a reference point are distributed. We
calculate the cost between two shape contexts by Formula (11)
that is led by the knowledge of the χ2 test. The cost shows the
difference between two point distributions. In Formula (11), N is
the number of cells of a histogram and ha,i(k) is the value of k-th
cell of a histogram for the reference point p(i) of the signature a.

APPLIED COMPUTING REVIEW MAR. 2017, VOL. 17, NO. 1

Figure 5. A point distribution in a signature
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When the number of strokes of an input signature is Nis and that of
a reference signature is Nrs, a shape context distance Dsc between
the input signature and the reference signature is computed by
Formula (12). In the formula, SC(i) is the shape context at the i-th
stoke and the cost between shape contexts is computed by
Formula (11). The warping function wsc is used to solve the
problem that Nis is not same to Nrs. The function wsc is computed
by DP matching that we have discussed. If Nis is same to Nrs, the
function wsc becomes a linear function.
𝑁𝑟𝑠

𝐷𝑠𝑐 = ∑ {(1 − 𝑊𝑎𝑝 )𝐶𝑠𝑐 (𝑆𝐶𝑟 (𝑖), 𝑆𝐶𝑖 (𝑤𝑠𝑐 (𝑖)))
𝑖=1

(12)

+ 𝑊𝑎𝑝 𝐶𝑎𝑝 (𝑖, 𝑤𝑠𝑐 (𝑖))}
Through analysing the signatures, we found out that there were
some authors whose signatures vary considerably. We could not
get high verification accuracies for their signatures because the
cost between shape contexts of their signatures was large. That
was the reason why we introduced an intra-stroke factor into
Formula (12). P. Zhao reported that pen position and pen pressure
were good individual features for signature verification [12].
Considering the potential instability of pen position in instable
signatures, we incorporated only the stroke pressure evaluation
Cap into Formula (12). Cap is the difference between the average
pen pressure values of two strokes. Wap(0 ≤ Wap ≤ 1) is a weight
for pen pressure evaluation.

Figure 7. Error rates in Experiment 1

2.4 Thresholds in Decision
The verification is done by comparing a threshold value and the
distance we have discussed. The input signatures that pass all the
comparisons are accepted. The value of each threshold variable Th
used for the comparison is decided using Formula (13) as a
statistical finding. We compute the distance values of every
reference signatures and get the mean M and the standard
deviation S of them. The variable C is used for adjusting the
condition of verification. The severity of verification is changed
according to the value of C. Through experiments, we can find a
proper value of C which enables to improve the precision of
signature verification.

Th  C (M  S )

Figure 8. Error rates in Experiment 2

(13)

(a)

(b)
Figure 6. Examples of (a) an authentic signature and (b) a
forged signature used for the experiment
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3. EXPERIMENT AND RESULTS
In the experiments, 1680 authentic signatures and 1680 forged
signatures were provided by 42 subjects. Each writer wrote his/her
own signature 20 times. 10 signatures of them were used as
reference signatures for signature verification. Figure 6 shows
examples of (a) an authentic signature and (b) a forged signature
used for the experiment. All signatures consisted of kanji
characters and all the forged signatures were skilled. Through
prior processing, 0-pressure points are removed and the shape and
position of signatures are normalized. Processing was done for
removing noise data. To evaluate our method, a simulation
program was developed in JAVA language and executed in a
Windows 7 machine.
We performed three types of experiments using DP algorithms
based on the previous research [14]. The experimental conditions
are as follows :
Figure 10. FAR and FRR at their closest approach

1.

Experiment 1: used Dxy, Dp, Dθρ, and DT.

2.

Experiment 2: used distances of Experiment 1 and Dsc
where Wap = 0.0.

3.

Experiment 3: used distances of Experiment 1 and Dsc
where Wap was set automatically.

Two types of error rates were measured to evaluate the precision
of each method. One is the false acceptance rate (FAR) that shows
how many forged signatures are accepted. The other is the false
rejection rate (FRR) that shows how many authentic signatures
are rejected.
The measured results are in Figure 7, 8 and 9. The graphs in the
figures show how FAR and FRR vary with the experiment value
C described in section 2.6. The two error rates are equal to each
other at about 4.0%, 3.0% and 2.0% in Experiment 1, 2 and 3
respectively. Figure 10 shows the values of FAR and FRR when
they are closest to each other as the value of C varies.

Figure 11. FAR according to Wap for author 2 and author 10

The experimental results of Experiment 2 and 3 show that shape
contexts as inter-stroke information help to improve the precision
of signature verification. Moreover, the result of Experiment 3
demonstrates that incorporating average stroke pressure
evaluation with some proper values of Wap makes the accuracy of
the signature verification stable. Through Experiment 2, we found

Figure 12. Fixed Wap for each author in Experiment 3
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4. DISCUSSION

Figure 13. The average weights of pen pressure factor and
shape context cost factor

Signatures written by one author whose writing was unstable had
negative effects on the results. The big difference among
reference signatures increased the threshold values, which made
FAR worse. Figure 14 shows the average of shape context
distances at each stroke of reference signatures written by author 2
and author 10. The figure shows that the averages of shape
context distances of author 10 are low and steady, but those of
author 2 are relatively high and unsteady. The verification results
of author 10 were good, but the results of author 2 were not good.
It confirms that the accuracy of the Shape Context method
depends on the stability of writing. This problem can be solved by
using a signature evaluation method that inspects signature’s
stability. Considering that only a few strokes of signatures tended
to be unstable, it is necessary to study on the methods that adopt
the weight of each stroke or the simplification of strokes.

Figure 14. Average shape context cost at each stroke of signatures written by author 2 and author 10
out that the bigger the difference among signatures of one author
is, the worse the accuracy of the Shape Context method is. Figure
11 shows the relation FAR and Wap for two typical subjects. In the
case of author 10 whose signatures are almost identical, the FAR
decreases as Wap decreases. But in the case of author 2 whose
signatures vary considerably, the FAR increases as Wap decreases.
From this, we can see the following implications. For authors
whose signatures are stable, the verification accuracy can be
improved by reflecting the shape context feature more than the
pen pressure feature. For authors with instable signatures, the
accuracy can be kept high with the pen pressure feature. We can
achieve that by selecting the most proper value of Wap for each
author through analysing his/her reference signatures. Figure 12
shows the fixed values of Wap for each author which is used for
experiment.
The average of the Wap values of all the authors is 0.69 as shown
in Figure 13. It explains how big role the inter-stroke information
such as shape contexts plays in getting the higher accuracy of
signature verification.
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In our Shape Context method, the center of gravity of each stroke
is selected as the reference point of the stroke. If another point, for
example the center of the stroke, is decide as the reference point,
the shape context is changed, which may result in the better
experimental results. Hence, we need to investigate various
methods for choosing the reference point of each stroke. In
addition, it is worth noticing minute information on adjacent
strokes, such as splash and brushing off, as additional inter-stroke
information.

5. CONCLUSION
This paper proposes a new method based on shape contexts for
handwritten signature verification that treats inter-stroke
information well. Our Shape Context method extracts the interstroke information from the distribution of points on adjacent
strokes. In addition, we try to improve the accuracy of the method
by incorporating a weighted evaluation of the average pressure
value of each stroke. The experimental results demonstrate that
our method improves the accuracy of signature verification.
Comparing with the basic method based on only intra-stroke
information, the Shape Context method reduces false rejection
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rate from 4.14% to 1.54%, and false acceptance rate from 4.06%
to 2.01%. Future work will improve the verification method to
solve the stated problems and apply the method to the studies of
signature evaluation.
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ABSTRACT

1.

In this paper, we address the issue of how to leverage Wi-Fi
Direct (as an outband solution) to enable the Device-toDevice (D2D) communication, which can not only offload
massive data traffic from the LTE (Long Term Evolution)based cellular network, but also support the communications
of Internet-of-Things (IoT) applications. Particularly, we
develop a clustering-based scheme that automatically finds
the best candidates to remain connected to the LTE network while the rest of the devices can be disconnected directly from the LTE-based cellular network. By doing so,
we can reduce the signal interference, increase the average
throughput and spectral efficiency of the network, and also
reduce unnecessary data traffic that can be transmitted locally by D2D communications instead of going through the
LTE-based cellular network. Devices in established clusters
can indirectly communicate with the LTE network via the
cluster head, which can be dynamically selected and remains
connected to the LTE network directly. Using the real-world
cellular data collected from a public database related to the
deployment of LTE networks, and Google geo-coding APIs
(Application Program Interfaces) to locate the real-world
smart meters, we show the effectiveness of our proposed
scheme based on an extensive study of two scenarios: the
first is in traffic offloading in the cellular network, and the
second is in IoT applications, specifically, smart grid communications.

A modern cellular network (LTE, future 5G, etc.) provides ubiquitous networking connections to devices (mobile
phones, laptops, meters, sensors, etc.) and services to support diverse critical applications (public safety, smart grid,
smart transportation, smart cities, smart healthcare, social
networking, etc.) [25, 1]. These applications demand massive data traffic transmitted from a large number of devices.
The ongoing effort of 5G research and development (ultradense network, millimeter wave, massive MIMO, etc.) have
been investigated to improve the capacity and coverage of
wireless networks [30, 23]. Nonetheless, there are limitations
to expanding data service and traffic capacity supporting
all types of data traffic such as video, voice and other traffic by only boosting system capacity via adding more antennas, sub-carriers, symbols, slots, etc. As an orthogonal
approach, the D2D-based communication technologies have
gained much attention as one of the techniques to offload
traffic from the main wireless network infrastructure and
improve the network performance consequently [12, 7].

CCS Concepts
•Networks → Wireless access points, base stations
and infrastructure; Network performance evaluation;
Mesh networks; Mobile networks; Network mobility;
Peer-to-peer networks; Wireless access networks; Network
architectures; Network algorithms;
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INTRODUCTION

Generally speaking, D2D communication refers to a technology that empowers devices (User Equipments (UE), smart
meters, sensors, etc.) to send and receive data directly without going through the core wireless network infrastructure
via base stations (or access points) [8]. The D2D communication can be either inband or outband. Inband refers to the
case where the D2D communication utilizes the same spectrum that devices use to communicate to the base station,
while the outband D2D communication refers to the case
where the spectrum used for D2D communication does not
coincide with the one used by base station communication.
Wi-Fi Direct [2] is one known outband D2D communication
technology, which operates at Industrial, Scientific and Medical (ISM) radio bands. It is worth noting that the question
of how to effectively share spectrum resources and overcome
interferences from devices (UE, smart meters, sensors, base
stations, etc.) remains a challenging issue in inband D2D
communication.
In this paper, we focus on the investigation of the outband
D2D communication technique and demonstrate its feasibility by offloading traffic in cellular networks and supporting
IoT applications. Our paramount contributions are listed as
following. First, we outline our developed clustering-based

35

scheme to enable the D2D communication for devices that
are close to each other. In this way, massive traffic can
be transmitted via D2D communication in local areas and
traffic transmitted via the core cellular network can be reduced. The main idea behind the clustering scheme is to
create small Wi-Fi networks for communications between
devices in local areas while these devices remain connected
indirectly to the cellular network via the head of the clusters. Within each cluster, the cluster head directly connects
to the LTE network and is dynamically selected based on
various factors (quality of reception, bandwidth, etc.).
Second, having implemented Wi-Fi Direct as an outband
solution for enabling D2D communication within a simulated LTE network, we demonstrate the scheme’s effectiveness via an extensive study of the two scenarios: offloading
traffic in the cellular network, and supporting IoT applications using smart grid communications as the primary example. We leverage the Vienna LTE-A system level simulator [27] 1 and have collected real-world deployment information of base stations via OpenCellID website [11]) and
real-world smart meter locations via Google geo-coding APIs
to demonstrate the effectiveness of our proposed schemes to
support these two scenarios. It is worth noting that our
proposed scheme is generic, and can be applied to support
other types of wireless networks and IoT applications. With
respect to performance metrics (average UE throughput, average spectral efficiency, average Resource Blocks (RB) per
Transmission Time Interval (TTI), and rank indicator distribution), the experimental data shows that our developed
scheme can be used to not only significantly improve the network performance by offloading traffic, but also extends this
performance improvement to smart grid communications.

UEs are close to each other. By doing so, network performance measured by energy efficiency, throughput, delay,
as well as spectrum efficiency can be improved. With the
support of D2D communication, devices can exchange information when they are located within mutual transmission
range, thereby forming a local network [8]. Such a communication technique has been considered as a viable solution to deploy the cellular network infrastructure in rural
areas, support public safety applications when the network
infrastructure breaks down during a disaster, and support
the monitoring and control of numerous IoT applications
(smart grid, smart transportation, smart healthcare, and
smart cities, etc.). Based on the spectrum used for D2D
communication co-existing with the spectrum used for the
core wireless network infrastructure (e.g., cellular networks),
existing D2D communication techniques can be categorized
into two main categories: inband and outband D2D techniques.
To illustrate the difference between inbound and outband
D2D techniques, we use the cellular network to present the
core wireless network infrastructure. Sharing a widely used
spectrum in the cellular network (also called inband D2D
communication) can be problematic because of the interference between the communication spectrum used for both
D2D communication and cellular communication. Notice
that the inband D2D communication in cellular networks
requires additional efforts and changes to the components
of cellular networks. Also, how to efficiently manage the
shared spectrum allocated for D2D communication remains
an open issue. In contrast, because the cellular network uses
a different spectrum from the D2D communication, interference will not occur.

The remainder of the paper is organized as follows: We introduce the background in Section 2. In Section 3, we present
our schedule in detail. In Section 4, we show the experimental results to validate the effectiveness of our proposed
scheme in terms of offloading traffic in the cellular network.
In Section 5, we demonstrate the effectiveness of our scheme
in supporting IoT applications such as the smart grid. We
provide the literature review in Section 6 and We conclude
the paper in Section 7, respectively.

With respect to outband-based D2D communication techniques, unlicensed spectrum is commonly used for supporting the communication of D2D links. In these techniques,
while no interference issue exists between D2D communication and cellular communication, mobile devices are normally required to have an extra wireless communication interface to support the different wireless communication implementations (Wi-Fi Direct [12, 4], ZigBee [28], Bluetooth
[22], etc.) through an unlicensed spectrum.

2.

2.2

BACKGROUND

In this section, we introduce the background of D2D communication, Wi-Fi Direct techniques, and Vienna LTE simulation toolbox.

2.1

D2D Communication

D2D communication in LTE networks refers to directly routing data traffic among mobile User Equipment (UEs) when
1
Certain commercial equipment, instruments, or materials
are identified in this chapter in order to specify the experimental procedure adequately. Such identification is not
intended to imply recommendation or endorsement by the
National Institute of Standards and Technology, nor is it intended to imply that the materials or equipment identified
are necessarily the best available for the purpose.
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Wi-Fi Direct

Wi-Fi Direct is a Wi-Fi standard, which tends to enable
wireless devices to easily connect with each other without
the support of wireless access points [2]. It is applicable
for network access and file transfer among multiple mobile
devices that are close to each other.
Wi-Fi Direct can negotiate the link with a Wi-Fi management system, which assigns each device a wireless Access
Point (AP) (known as Software Access Point (Soft AP)).
By using Soft AP, a Wi-Fi Direct-enabled device becomes
multi-role, hosting small networks and clients of other Wi-Fi
networks, and supports multi-hop communication. By using multi-hop technology in Wi-Fi Direct-enabled networks,
the coverage of a small local network can be easily extended
by adding another device to the network. The through-
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put of Wi-Fi Direct-enabled networks can be enhanced due
to shorter communication hops required to send and receive
data. In addition, the battery life of devices will be extended
due to low power for data transmission between nearby devices even though the destination of the data is far away.
In our proposed clustering-based scheme in Section 3, we
assume that all UEs support Wi-Fi Direct and every cluster
is a Wi-Fi Direct network with a mesh-based topology to
support multi-hopping data transmission. Also, after clustering and selecting the head of the cluster, every cluster is
connected to the cellular network via the head of the cluster.

2.3

Vienna LTE Simulation Toolboxes

Vienna LTE simulators [27] are implemented in MATLAB
and support both link and system level simulations of the
Universal Mobile Telecommunications System (UMTS) in
LTE. The objectives of Vienna LTE simulator are to test
and upgrade existing or new schemes and algorithms, which
can be implemented in both link level and system level
simulators. Both simulators are freely accessible for noncommercial academic use [10]. To implement our clusteringbased scheme, we use the system level simulator to investigate the effectiveness of our proposed clustering scheme.

3.

CLUSTERING-BASED D2D SCHEME

In this section, we first give an overview of our clusteringbased D2D scheme and then present the detailed design and
workflow of our proposed scheme. Finally, we discuss the
efficiency of the proposed scheme and other related issues.

3.1

Overview

LTE-based cellular networks as a broadband wireless network deployment should have the ability to support numerous applications including public safety, social networking,
and other IoT applications. To reduce the traffic overload
in the network and improve the bandwidth efficiency, D2D
communication is an effective solution to offload traffic from
the cellular network and utilize the network resources more
efficiently. Recall that in this paper, we consider the use of
Wi-Fi Direct as an outbound solution to provide D2D communication, which requires fewer changes in the LTE-based
cellular network. By using Wi-Fi Direct and transmitting
data locally among nearby mobile users and meter (sensors)
that monitor physical objects in the context of IoT applications, we can not only offload data traffic from the cellular network and support the network connectivity of meters
(sensors), but also prevent interference to cellular users as
the Wi-Fi Direct and cellular network operate in different
frequency bands.
By doing so, the available bandwidth for each user or meter (sensor) can be increased by offloading the local data
traffic from the global cellular network. The local data can
be transmitted in a multi-hop manner in Wi-Fi Direct networks, where each UE and meter (senor) requires a low
transmission power to send and receive data, via a multihop fashion even when the source and destination of the
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data are significantly far away in the same Wi-Fi Direct
network. The D2D communication in a mesh-based Wi-Fi
Direct network (denoted as cluster) not only provides improved coverage because of multi-hop data forwarding, but
also enhances the throughput of the network due to shorter
hops and extend battery life because many users and meters are located nearby each other. Nonetheless, if any UE
or meter requires data to be transmitted globally, the head
of the cluster in the Wi-Fi Direct network can provide the
communication to the cellular network indirectly based on
the Wi-Fi direct network that it is already connected to.
By leveraging the Vienna LTE-A Downlink System Level
Simulation tool [27], we deploy a simulation environment to
implement and evaluate the Wi-Fi Direct-based D2D communication in two scenarios: (i) offloading traffic in cellular
networks, (ii) supporting the communications of IoT applications using the example of the smart grid. We have collected real-world data in LTE networks and smart meters,
and will show the feasibility of both scenarios based on the
simulation. The detailed performance evaluation for these
two scenarios will be provided in Section 4 and Section 5,
respectively.
To enable the D2D communication in the cellular network,
we propose a clustering-based scheme, which creates clusters for small Wi-Fi Direct networks. All the UEs or meters (sensors)2 within each cluster can directly and indirectly
communicate with each other and transfer data without necessarily going through the core cellular network. In each
cluster, the node that remains directly connected to the cellular network is the head of the cluster, which is dynamically selected based on the quality of reception, bandwidth,
and other factors. In the following, we explain how the
clustering-based scheme gathers the statistical data, creates
the clusters, merges the clusters, and then selects the heads
for clusters.

3.2

Cluster-Based D2D Communication

We now introduce the proposed cluster-based D2D communication.

3.2.1

Clustering Algorithm

The main idea behind the proposed clustering method is
to enable the local D2D communication so that each UE
can communicate with other UEs based on established small
mesh-based Wi-Fi networks dedicated for D2D communication among UEs while these UEs remain connected indirectly to the LTE network via the head of the cluster. In
each cluster, the node that remains directly connected to
the LTE network is defined as the head of the cluster, which
is dynamically selected based on the quality of reception,
bandwidth and other metrics.
Figure 1 illustrates the basic workflow of our developed clustering scheme, which consists of the following steps:
2
Notice that when we describe the clustering algorithm, we
use UE as an example to illustrate the idea and other nodes
(meters and sensors) in IoT applications can be also applied.
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Figure 1: Workflow of Clustering-Based Scheme

Figure 2: Discovering Neighbours (Discoverer UE in
Blue, Neighbours in Range in Green, Out-of-Range
Neighbours in Grey)

Step 1. Discovering devices and finding the nearest neighbours: The first step gives UEs that have the Wi-Fi Direct
capability a way to discover each other, as well as services
that they support. For example, a UE with Wi-Fi Direct
capability can see all compatible devices in a given area
and then narrow down the list of devices that enable the
Wi-Fi Direct D2D communication. Mobile users can decide
whether to join the clustering service or not by turning the
service on and off on their UE. In the simulation tool that
we used [27], as there was no Wi-Fi Direct feature provided,
we have implemented a module to define the Wi-Fi range
for each UE and perform the discovery. We assume that
all discovered UEs are willing to join the D2D-based communication based clusters created. To simulate the Wi-Fi
discovery process and obtain a list of available neighbours
for each UE, we create a discovery list that can store up to
256 neighbours for each UE. As shown in Figure 2, every
neighbour is listed in each UE record only when it is located
within the Wi-Fi range of the current UE. The discovery
list is generated based on the distance between the current
UE and their neighbours, considering the maximum Wi-Fi
range given prior to the simulation.
Step 2. Creating clusters for D2D communication: Once
the UE that has not joined a cluster has generated a list of
discovered nearby devices using the Wi-Fi Direct discovery
service, the clustering process begins. Every UE starts from
the beginning of the discovery list and creates a new cluster
of its own if the UE and its neighbours in the discovery list
have not already been assigned to one cluster. Otherwise,
every UE will join all the clusters it finds in the discovery list
that its neighbours have already connected to. For example,
if UE1 has three UEs (UE2 , UE3 and UE4 ) in its discovery
list and none of them has yet joined any cluster, the UE1
will create a new cluster and allow its three neighbours to
join. On the other hand, if any of the three UEs (say UE3 )
has already connected to a cluster, UE1 will not create a new
cluster, but instead will join all of the same clusters as its
neighbors. By doing so, the UE can join multiple clusters at
a same time. Then, later in the merging process, all clusters
that are sharing UEs will be merged and become one cluster.

matrix where the number of rows represents the number of
clusters generated and the number of columns represents the
number of UEs within that cluster. Since not all the clusters
have the same number of UEs, there are elements in the
matrix assigned either by the UE ID number or zero. Each
row (as a cluster) is initially filled by zeroes that represent no
UE has yet been assigned to that cluster and then filled from
left to right whenever a new UE is joined to that cluster.
Since one UE can join multiple clusters, it is possible that
multiple copies of the same UE ID can appear in different
rows of the matrix, but only one copy at each row. To keep
the number of clusters low, and to reduce the complexity of
establishing clusters, we decide to merge multiple clusters
into one cluster.
Step 3. Merging clusters: When a UE is joined to more
than one cluster, all those clusters could be merged into
one cluster. By broadcasting the cluster information, it is
possible to let the head of each cluster know that a new
UE has joined multiple clusters. Then, the head of clusters
can proceed another round of the head election process and
one of them becomes the head of the newly formed merged
cluster.
To implement this mechanism, we check each element from
each row of the clustering matrix (every UE in each cluster)
with all elements of other rows (all UEs from other clusters) to see whether we can find any duplication of UE IDs.
Wherever we found a duplication of UE IDs in two rows,
we remove one of the rows (source cluster) and add the elements (UEs in the source cluster) in the removed row to the
other row (destination cluster), except the duplicated element itself (the shared UE between source and destination
clusters). By doing this, one of the clusters (source cluster)
that has shared one UE (or more) with the other cluster
(destination cluster) is removed and all the UEs are joined
to the other cluster (destination cluster).
Figure 3 illustrates an example of merged clusters in regions.
As we can see from this example, the Wi-Fi coverage of every
UE is portrayed in green circles. Wherever these circles
intersect each other, a cluster is created and starts to grow
until there are no more circles close enough to expand the
cluster any more. In one case, several small clusters could
be created inside another cluster and those clusters remain
unmerged as there is no UE in between to connect these
clusters.
The clustering-based D2D communication in the cellular
network needs to be periodically updated due to the fact
that mobile users could change their locations dynamically.
As a result, the selection process of the new head of cluster
needs to be conducted periodically. Since UEs are mobile,
they may lose connection from one cluster and join another
cluster. Consequently, the clustering and role changing operations must be performed continuously for each cluster as
well. On one hand, two or more clusters may be merged because of those clusters are close enough. On the other hand,
one cluster could be broken into two or more clusters because UEs may go far enough as a group (or alone) to lose
connection from the original cluster and then create their

To keep track of the clustering process, we could use a 2D
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Algorithm 1 Proposed Algorithm

Figure 3: Merged Clusters

Figure 4: Out of Range Clusters Not Merged

own clusters. In addition, even in some cases there may be
a few small clusters (inner clusters) created inside a larger
cluster (outer cluster) as the inner clusters cannot reach any
of UEs associated with the outer cluster. In Figure 4, we
show a black arrow pointing to an inner cluster that cannot merge with the outer cluster unless some of UEs from
either inner or outer clusters move toward the UEs from another cluster and make a D2D connection available. Once
this bridge connection is established, the inner cluster will
merge into the outer cluster.
Step 4. Indirect LTE connection: To reduce the data traffic
load of the cellular network, the local data traffic associated with UEs can be transmitted via D2D communications
within the clusters. Since we do not want to completely remove the UEs from the LTE network, we select one of the
UEs in each cluster that is denoted as the head of the cluster,
which remains connected to the LTE network. In each D2D
cluster, only the head of the cluster remains connected to
both the cluster and cellular network directly. Every other
node within the cluster can indirectly connect to the cellular
network through the head of the cluster, which functions as
a relay node. Notice that the communication between the
cluster member and the cluster head may be a direct link
between them or through multiple one-hop links.
Step 5. Changing cluster head : At the beginning of the
cluster head selection process, each UE considers itself the
head of the cluster. Nonetheless, there might be another UE
inside the same cluster that has better connecting characteristics. In this case, the head of the cluster will be changed
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procedure Clustering
ListOfUEs ← Array of UE
if ListOfUEs.Length <= 0 then return false
for i = 0; i < ListOfUEs.Length; i++ do
ListOfUEs[i].FindNearestNeighbours();
j←0
loop1 :
if ListOfUEs[j].ListOfNeighbours.Length <= 0 then
j++;
goto loop1.
Found ← False
k←0
loop2 :
m←0
loop3 :
UENID ← ListOfUEs[j].ListOfNeighbours[m].ID
if SearchCluster(U EN ID, k) == true then
Found ← True
goto done.
else
if
m < ListOfUEs[j].ListOfNeighbours.Length
then
m++
goto loop3.
if k < Clusters.Length then
k++
goto loop2.
done:
if F ound == true then
AddUEtoCluster(ListOfUEs[j].ID, k)
else
n ← CreateNewCluster()
AddUEtoCluster(ListOfUEs[j].ID, n)
if Clusters.Length <= 0 then return false
if j < ListOfUEs.Length then
j++;
goto loop1.
for i = 0; i < Clusters.Length; i++ do
Clusters[i].Merge();

to the latter UE. The re-election process of cluster heads is
a periodic process that gathers the statistical information
about all UEs connected to a single cluster. At the end,
the best candidate will be selected to be the next head of
the cluster. To make the selection, the statistical information about signal quality, coverage, and other factors can be
obtained via the network. The re-election process of cluster
heads can be controlled by the service provider via the cellular network, or be autonomously completed inside the cluster
by the head of the cluster. The maximum average throughput and maximum average spectral efficiency are two major
factors that the re-election process is based on.
To implement the re-election process in the study, we could
use the cluster matrix generated in the second step of our
proposed scheme. Based on the UE IDs and results of the
LTE network performance metrics (the average throughput
of UE, average spectral efficiency, etc.), the re-election process of cluster heads can be carried out. As a result of the
simulation, all UE traces are recorded into matrices associated with UE IDs. By finding the related traces to each UE,
we can find the average throughput and spectral efficiency
for each UE. Once the information about all UEs within the
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current cluster is extracted, the head of cluster is selected by
finding the UE, which has the highest average throughput
and spectral efficiency among other UEs in that cluster.

Figure 7: Clusters of 150 Sites
Figure 5: Site Locations of Baltimore City Area
Wi-Fi assisted LTE bandwidth changes

60

Our proposed scheme produces additional clusters and later
merges them due to the fact that each UE only sees the
other UEs under its own Wi-Fi coverage at the beginning.
By joining other clusters, the heads of the clusters will find
out that they are now connected to each other and can merge
down and release one of the heads (known as “chaining phenomenon”, in particular with the single-linkage clustering
[16]). Algorithm 1 shows the detailed procedure of our algorithm, where there are three nested loops (loop1 , loop2 and
loop3 ), and each will iterate for at almost in the total number
of UEs. Since the three nested loops have higher complexity
and iterations in comparison with finding the nearest neighbours (two nested loops, one shown in Algorithm 1 and one
inside FindNearestNeighbours() function) and merging clusters (one loop), The complexity of the proposed clustering
scheme is O(n3 ).
Due to the fact that the proposed scheme is implemented
as part of an LTE network simulator, it sees the UEs from
the network perspective. The complexity of this method
of implementation is much higher in comparison with running the proposed scheme on each UE individually, where
each UE only sees the nearby UEs, making the complexity
much lower and computation more efficient. In other words,
instead of doing the clustering on the LTE network side,
we can let the UEs carry out the clustering themselves in
parallel and then let the LTE network know the structure of
clusters. This information can be later provided for the LTE
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network by the heads of clusters for relaying data between
LTE and Wi-Fi direct networks.
From the network operation perspective, there are two types
of D2D communications: controlled and autonomous. The
former is under the supervision of the cellular network, and
the latter is totally independent. Although we use the controlled type in our implementation, in order to reduce the
complexity and share the computation power required between the UEs, our proposed clustering scheme can be implemented with the autonomous type of D2D clustering as
well, which is independent from the cellular network and
uses the UEs computation power to reduce the computation power needed, and let the UEs carry out the clustering
themselves independently.

4.

CASE STUDY I: TRAFFIC OFFLOADING
IN CELLULAR NETWORKS

To show the effectiveness of our proposed scheme in the
application case of offloading traffic for cellular users, we
leverage the Vienna LTE-A system level simulator [27] and
collected the real-world deployment information of base stations via the OpenCellID website [11] to carry out our performance evaluation.

4.1
Figure 6: 150 Site Locations
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Evaluation Setting

We implemented the proposed clustering scheme in Matlab based on the LTE-A Downlink System Level Simulation
tool. In our simulation, we generate LTE cells in a honey-
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comb structure and UEs are randomly deployed throughout
the cells. To make our study to reflect the real-world practice, we have implemented a tool to obtain the deployment
information of base stations from cellular network providers
(AT&T, Verizon, T-Mobile, etc.) and have established realistic cellular networks to carry out the performance evaluation.
To measure the effectiveness of Wi-Fi Direct-based D2D
communication on the realistic LTE-based cellular network,
we consider the performance metrics, including average UE
throughput, average spectral efficiency, and UE wideband
Signal to Interference and Noise Ratio (SINR). Generally
speaking, the throughput can be computed in symbols per
second. Then, by knowing the number of bits that a symbol
can carry, the bits per second can be computed.
The downlink spectral efficiency of the communication system can be measured in Bits Per Channel Use (bpcu) [24].
SINR, as the measurement of signal quality, can be used to
quantify the relationship between RF conditions and throughput in the experimented network. Based on SINR, the CQI
(Channel Quality Indicator) can be computed by UEs and is
reported it the network. Notice that SINR can be used as an
indicator for quantify network quality. The Empirical Cumulative Distribution Function (ECDF) of the UE average
throughput, average spectral efficiency, and UE wideband
SINR are collected when the simulation is complete. By
comparing metrics in the case without enabling D2D communication to the case with D2D communication, we can
observe the improvement of performance of our proposed
scheme based on these metrics.
To set the configuration for the defined LTE-based cellular
network, all key parameters are defined in the Matlab simulation code. In addition to parameters related to LTE-based
cellular networks, we have also implemented the D2D feature
and added several parameters related to D2D communication. One parameter is to configure whether the simulation
should use randomly generated eNodeBs location data or
connect to an online database [11] and download real location data (i.e. AT&T or T-Mobile tower locations) to
be used in the evaluation. Also, the Wi-Fi discovery and
communication range can be set through the graphical user
interface in the simulation code. Another parameter related
to D2D communication is to configure whether the simulation tool should randomly generate the locations of UEs,
get real smart meter locations from Google API, or use a
previously stored file that contains the location data of the
heads of clusters gathered from previous simulations. We
then compare the results of simulations in which either D2D
communication is enabled or disabled by configuring corresponding parameters. Because we want to compare the before and after effects of Wi-Fi Direct D2D communication
using the proposed scheme, we need to run the simulations
two times. In the first round of simulation, we use all the
UEs (either real or simulated) and all the eNodeBs (either
real or simulated). In the second round of simulation, we
use only the heads of the clusters and all the eNodeBs to see
the changes happening to LTE network performance.

At the beginning of the first simulation for offloading traffic
for cellular users, the locations of UEs need to be randomly
generated and then the Wi-Fi discovery process proceeds to
create the clusters. After merging clusters, the head of each
cluster can be determined by finding the UE which has the
best reception, average bandwidth, etc. Once the heads of
all clusters are selected, the information of cluster heads will
be stored into a file, which will be later used for the second
simulation in order to show how the performance of the network is enhanced by removing unnecessary UEs from the
network and offloading local data traffic supported by D2D
communication. In this way, all the local data traffic remains within Wi-Fi Direct clusters and only the global data
traffic is transmitted through the global ITE-based wireless
network. The simulator randomly generates eNodeBs and
UEs. After the simulation run is complete, the values of
metrics (average UE throughput, average spectral efficiency,
average Reserved Blocks (RB) per Transmission Time Interval (TTI) per UE, and rank indicator distribution) will be
computed.

4.2

Real-World Data Collection

To use the real-world data for the location of each eNodeB,
we have implemented Matlab codes to retrieved the site locations from an open worldwide database called OpenCellID
[11]. This website provided APIs for making HTTP (Hypertext Transfer Protocol) requests in different formats, e.g.,
XML (Extensible Markup Language) and Comma Separated
Values (CSV). Based on the Region Of Interest (ROI), we
can define the intended location and retrieve 1000 site locations in each HTTP request. As an example, we have retrieved the locations of eNodeB in Baltimore city, the state
of Maryland. Figure 5 shows 1000 eNodeBs, which are located in Baltimore, MD. In our simulation, we choose the
first 150 site locations from Baltimore city area and these
site locations in the list downloaded from the online database
point to highway 695, Pikesville, and Parkville as shown in
Figure 6. In our simulation, we use these locations of eNodeB and randomly generate 2250 UEs to run the simulations. After applying our developed clustering-based D2D
communication scheme, we create clusters for randomly deployed UEs. Figure 7 shows an example of merged clusters
for UEs in the simulated area.

4.3

Evaluation Results

We run the simulation for both the LTE only communication
and Wi-Fi Direct assisted LTE using our proposed method
to create clusters. Figure 8 shows a magnificent increase in
the average throughput of UEs when the D2D communication is used. As we can see from Figure 8, the number of
clusters (blue curve) was 95 (182 clusters merged down to
95) and 1913 UEs out of 2250 were able to join clusters, while
the rest of the UEs were out of range. Each cluster has one
UE (head of cluster), which connects to the LTE network
directly. By doing so, the average throughput of UEs can
be significantly improved in compared with the case where
D2D communication is not used (red curve).
We also evaluate the network performance comparing with
other metrics when either D2D communication is enabled
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Figure 9: UE Average
Spectral Efficiency (with
D2D As Green)

Figure 10: UE Average
Throughput (with D2D As
Green)

UE wideband SINR-to-throughput mapping

30

60

20

15

10

5

0
-15

UE wideband SINR-to-throughput mapping

50

average UE throughput [Mb/s]

average UE throughput [Mb/s]

25

Figure 11: UE Wideband
SINR (with D2D As Green)

40

30

20

10

-10

-5

0

5

10

15

20

0
-10

25

-5

0

5

10

15

UE wideband SINR [dB]

UE wideband SINR [dB]

Figure 12: Experimental Results without D2D

Figure 13: Experimental Results with D2D

or disabled in the LTE network. Figures 9, 10 and 11
show the CDF of the UE average spectral efficiency, average
throughput, and UE wideband SINR, respectively. As we
can see, when D2D communication is enabled, the average
UE throughput is continuously improved (almost doubled)
and this is exactly what we expect, the average UE spectral
efficiency is decreased because higher throughput demands
higher frequencies that can accommodate lower numbers of
bits, and SINR has lower range but still many UEs are in
good range of coverage from the base stations. For example, for the average throughput of UEs, about 80 percent
of UEs can reach a throughput of 10 to 30 Mbps when the
D2D communication is enabled, while almost 80 percent of
the UEs have the throughput under 10 Mbps when the D2D
communication is not used.
As shown in Figure 12, when the D2D communication is not
enabled and all 2250 UEs (blue dots) are connected to the
LTE network, the Maximum Average Throughput is less
than 25 Mbps where SINR is less than 15 db. However,
majority of UEs have throughput less than 10 Mbps where
SINR is less than 10 db. The average ratio between throughput and SINR is displayed in red dots. When we compare
Figure 12 to Figure 13, we can clearly see that out of 95 UEs
(heads of clusters) connected to the LTE network, the majority of the UEs have a throughput between 10 to 50Mbps
where SINR is between -5 to 10 db. These results show that
when Wi-Fi D2D communications is enabled, we can dramatically increase the UE throughput (UEs obtain about 5
times more throughput than what they had before the D2D
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communication assistance).
On the other hand, Figure 14 shows that the majority of all
2250 UEs, which are connected to the LTE network when
the D2D communication is not used, have an average spectral efficiency of less than 3 bit/cu where SINR is less than
10 db. However, when we enable the D2D communication
and disconnect most of the UEs connected to the LTE network (only 95 UEs are connected to the LTE network in
this case), we expect that the LTE network should switch
from lower frequency LTE channels to higher frequencies
because of less signal noise and interference in comparison
with the condition where the D2D communication is not enabled and all 2250 UEs are connected. When this occurs,
the average throughput will increase dramatically because
we disconnected a large number UEs. Nonetheless, we do
not see a significant change in spectral efficiency. As shown
in Figure 15, the majority of 95 UEs connected to the LTE
network have the spectral efficiency of less than 2.5 bit/cu
where SINR is less than 5 db.

5.

CASE STUDY II: SUPPORTING IOT APPLICATIONS

IoT has attracted significant attention and can be considered to a networking infrastructure which can connect massive amounts of physical objects belonging to numerous critical infrastructure systems and others. By incorporating
computing and communication techniques with the physical
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Figure 14: Experimental Results without D2D

Figure 15: Experimental Results with D2D

Figure 16: Smart Meter
Average Spectral Efficiency
(with D2D as Green)

Figure 17: Smart Meter
Average Throughput (with
D2D as Green)

systems, IoT applications can enable monitoring and control abilities of a number of physical systems (power grid,
transportation system, medical system, city infrastructure
system, etc.).
In this case study, we now use the smart grid as an example to demonstrate that our proposed scheme can support efficient communication of IoT applications. Our proposed scheme is generic and can be expanded to support
other IoT applications. In the smart grid, the geographically distributed meters, sensors, actuators and controllers
are tightly integrated through communication networks and
computational cores, enabling the secured and efficient operations of the power grid [17]. Meters and sensors obtain
measurements from the physical power grid and transmit
measurement data to the operation center through communication networks, which further use computational cores
to determine the status of power grid. The operation center then performs management and control, sending control
commands to actuators, which activate the power grid system to desirable states. Thus, in the smart grid, a large
number of meters and sensors need to be interconnected
and transmit the data to the operation center for the sake
of effective operation.
In our investigation, we consider leveraging the developed
clustering-based scheme to establish mesh-based Wi-Fi Direct networks to connect smart meters (sensors) in the smart
grid. Then, the head of a cluster will provide indirect communication links between meters (sensors) in the cluster and
the operation center, either through the cellular network or
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Figure 18: Smart Meter
Wideband SINR (with D2D
as Green)

by connecting to another nearby cluster.

5.1

Evaluation Setting and Real-World
Data Collection

To set the configuration for the defined LTE-based cellular
network, all key parameters are defined in the Matlab simulation code. As previously mentioned, in addition to parameters related to LTE-based cellular networks, we have also
implemented the D2D feature and added several parameters related to D2D communication. Furthermore, there are
more configurations added to gather smart meter locations
from Google servers. At this point, similar to previous case
study, we have collected real-world data for both eNodeBs
and UEs from OpenCellID (similar to the Case Study I) and
smart meters (as UEs) from Google. For the eNodeBs, we
need to define a ROI to obtain the first 1000 tower locations
and for the smart meters, we need to generate complete
postal addresses to obtain the locations of the smart meters
one by one.
To use real-world data for smart meters and bring them to
the simulation, we used Google geo-coding APIs and generated HTML “get” requests in Matlab simulation code to
gather the locations of the smart meters. Since the exact
locations of smart meters that are actually installed are not
available to the public, we use the locations of the addresses
that we gather from Google geo-coding APIs and assume
they already installed a smart meter. To use Google geocoding APIs, we need to generate addresses for each street
(or avenue, etc.) and send that address to Google server to

43

UE wideband SINR-to-throughput mapping

70

average UE throughput [Mb/s]

60

50

40

30

20

10

0
-40

-30

-20

-10

0

10

20

30

UE wideband SINR [dB]

Figure 20: Experimental Results
with D2D

Figure 19: Experimental Results
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Figure 21: Experimental Results
without D2D

obtain the latitude and longitude of that particular address
on the earth. Later in the implementation, those coordinates of addresses are converted to a two dimensional map
using built-in functions in Matlab that receive latitude and
longitude and translate them into a 2D position to show
on a 2D map (also gathered from Google), shown in Figure 23. To run the simulations for real-world data for both
eNodeBs and UEs, we use the first 50 locations out of 1000
site locations for BSs such that each location has 3 eNodeBs
(150 eNodeBs in total), and 10000 locations from Google for
smart meters. As shown in Figure 23, we collect smart meter locations between Towson University and Johns Hopkins
University to have ample diversity in both UE locations and
eNodeB locations that are considerably far away from each
other.

5.2

Evaluation Results

As mentioned before, we run the simulation for both the
LTE only communication and Wi-Fi Direct assisted LTE using our proposed scheme to create clusters. Figure 17 shows
a magnificent increase in the average throughput of smart
meters when the D2D communication is enabled. Out of
10000 smart meters from different areas of the Towson town
area and Baltimore city, 9708 smart meters were able to join
clusters and the rest of the smart meters were out of range.
Each cluster has one smart meter that is connected to the
LTE network directly. By doing so, the average throughput
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Figure 22: Experimental Results
with D2D

of smart meters can be significantly improved in comparison with the case where D2D communication is not used.
Since the Wi-Fi range in the simulations is set to 20 meters
in radius, we expect to have a lower number of clusters in
comparison with the previous case study because most of the
smart meters are located within range of the Wi-Fi coverage
of each other. As expected, all 9708 smart meters created
only 69 clusters, meaning that only 69 smart meters need to
have LTE modules installed to connect all 9708 smart meters to the LTE network for utility providers to collect data
reported from smart meters.
Figures 16, 17 and 18 show the CDF of the smart meter’s average spectral efficiency, average throughput, and wideband
SINR. When the D2D communication is enabled, the average throughput of smart meters is continuously improved,
the average spectral efficiency of smart meters is decreased,
and SINR has lower range. For example, for the average
throughput of smart meters, about 50 percent of smart meters can reach a throughput of 10 to 50 Mbps when the D2D
communication is enabled, while almost 100 percent of the
smart meters have the throughput under 500 kbps when the
D2D communication is not used. Notice that since smart
meters may not have much data to transmit locally to each
other, there is not much local data traffic to be offloaded
from the LTE network for smart meters. The main idea
using the proposed scheme to connect smart meters to the
LTE network is to find the heads of the clusters that we can
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14, 13, 18, 31, 9]. Based on the spectrum used for D2D
communication co-existing with the spectrum used for the
core wireless network infrastructure (e.g., cellular networks),
existing D2D communication techniques can be categorized
into two main categories: inband and outband D2D techniques. To illustrate the difference between inbound and
outband D2D techniques, we use the cellular network to
present the core wireless network infrastructure.

Figure 23: Smart Meters Locations of Baltimore City
and Towson Area

determine the optimum number LTE modules to connect all
smart meters in a neighbourhood to the LTE network and
provide them with broadband network access connected to
the utility provider. Smart meters do not generate network
traffic like users’ UEs, and it is expected that by using the
proposed scheme for a combination of both user UEs and
smart meters, the LTE network capacity can increase and
data traffic can still be reduced when Wi-Fi Direct D2D
communication is enabled.
As shown in Figure 19, when the D2D communication is
not enabled and all 10000 smart meters are connected to
the LTE network, the Maximum Average Throughput is less
than 500 kbps where SINR is between -10 to 10 db. However, only a few smart meters have throughput higher than
1 Mbps and lower than 30 Mbps. The average ratio between throughput and SINR is displayed in red dots. When
we compare Figure 19 to Figure 20, we clearly see that out
of 69 smart meters (heads of clusters) connected to the LTE
network, the majority of the smart meters have throughput
between 10 to 60 Mbps where SINR is between -5 to 10 db.
These results show that by assisting the LTE network with
our proposed Wi-Fi Direct D2D scheme, we can dramatically increase the throughput.
On the other hand, Figure 21 shows that the majority of
all 10000 smart meters that are connected to the LTE network when D2D communication is not enabled, have average
spectral efficiency of less than 5 bit/cu where SINR is less
than 15 db. However, when we enable the D2D communication and only 69 smart meters are connected to the LTE
network directly and the average throughput can increase
dramatically as we disconnect a very large number of smart
meters (9,639 smart meters). We do not see a significant
change in spectral efficiency as shown in Figure 22 and the
majority of 69 UEs connected to the LTE network have the
spectral efficiency of less than 4 bit/cu where SINR is less
than 10 db.

6.

RELATED WORK

D2D communication techniques have been gaining more attention in recent years. There have been a number of research efforts on developing D2D communication techniques
to improve the spectral efficiency of wireless networks [19,
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With respect to inband-based D2D communication techniques, the spectrum is shared by the D2D communication
and the cellular users [6, 15]. While the inband D2D-based
techniques use a licensed spectrum band and the cellular
network is capable of controlling spectrum resources shared
with the D2D communication, how to deal with the interference between D2D users to cellular users and effectively manage spectrum resources remains an open issue.
To mitigate the interference, a number resource management schemes have been developed [26, 29, 20, 21]. For
example, Lin et al. [21] developed a hybrid network model
to capture some key characteristics of D2D-enabled cellular
networks, including the control of transmission power, the
resource scheduling of cellular users to optimize spectrum
sharing, etc. Kim et al. [26] developed a scheme to determine the range of frequency that is available only for D2D
links in order to ensure the orthogonality between cellular
links and D2D links in the frequency domain.
With respect to outband-based D2D communication techniques, unlicensed spectrum is commonly used for supporting the communication of D2D links. In these techniques,
while there is no interference issue between D2D and cellular communications, mobile devices are required to have an
extra wireless communication interface to support the different wireless communication implementations (Wi-Fi Direct [12, 4], ZigBee [28], Bluetooth [22], etc.) through an
unlicensed spectrum. For example, Camps-Mur et al. [12]
provided an overview of features specified in Wi-Fi Direct
and investigated the performance-energy tradeoffs of the
power saving mechanisms defined in Wi-Fi Direct. There
have been some research efforts on improving the efficiency
and reliability of D2D communications [3, 5, 4]. For example, Zhou et al. in [32] proposed to use the ISM band
for D2D communications in a LTE-based wireless network.
Their study showed that simultaneous channel contention
from both D2D and wireless LAN users could dramatically
reduce the network performance.

7.

CONCLUSION

In this paper, we investigated Wi-Fi Direct as an outband
solution of D2D communication in LTE-based cellular networks. To enable the communication among devices that are
nearby each other, provide the ability of offloading traffic
transmitted via LTE-based cellular networks, and support
communications for IoT applications such as the smart grid,
we developed a clustering scheme which could create small
Wi-Fi network clusters for nearby devices to remain connected to the LTE-based cellular network. Using real-world
data collected from a public database in LTE networks and
smart meter information, we demonstrated the effectiveness
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of our proposed scheme with respect to a comprehensive set
of metrics.
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